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One of my more unlikely ‘claims to fame’ is that during the 20 years I
have been writing about policing, I have visited nearly every police
headquarters in England. 

Each one looks very different, has a unique feel and atmosphere and is
situated in a different location, both urban and rural. 
This is a very visual reminder of just how different the 43 forces are and
so you could argue that it is an impossible task to compare them in a
police inspection. 

We all recognise how important it is for forces to remain accountable to
the public they serve but any report should be viewed with caution as
just one interpretation. 

For me, the most valuable aspect of inspection reports is the dialogue
and debate that they often generate as our latest issue demonstrates.
Report author Mike Cunningham and the NPCC’s Giles Herdale both
make some very insightful comments about the current state of policing
and they put forward some constructive suggestions for future
improvements. 

The golden thread running through these interviews and indeed the
magazine as a whole is that the nature of criminal investigation is
becoming even more complex and challenging and that in order to keep
pace with these changes, forces need to think carefully about how they
do business.

Forward planning and future forecasting are today’s buzz words. Mr
Cunningham says the two forces deemed as outstanding in his report -
Durham and West Midlands are particularly successful in this area. 

I would like to congratulate West Midlands for the progress it has made.
As the second largest force, it has borne the brunt of an unprecedented
level of cuts over the past eight years and yet it has steadfastly refused
to stand still. The force is proof that strong leadership and a
determination to look for different and more imaginative ways to do
business can be achieved in the face of these challenging times. 

I would also like to give a special mention to the very worthy winners of
the National Detectives Awards for the tenacity and dedication they’ve
shown in working on some very challenging investigations. The Police
Federation’s National Detectives Forum is doing a valuable job in
ensuring these officers get the recognition they deserve.

The last word goes to nominee DI Martin Chudley from Hampshire
Constabulary who reminds us all about the main motivation for
investigators. 

He said in my interview with him: “The most important aspect for me
was that I achieved justice for the family. As an investigator this is always
the ultimate goal.”

As this is the last issue of the year, I want to thank you all for your
support throughout 2016.  It has been a pleasure to meet so many of
you at our events and through the interviews I’ve conducted for the
magazine. I look forward to seeing you again next year and wish you a
very happy holiday.  

Carol Jenkins
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The annual police efficiency report for 2016
recently released by Her Majesty’s
Inspectorate of Constabulary (HMIC)
provided a ‘warts and all picture’ of the
progress forces are making in attempting to
grapple with the continuous demands of
modern policing.

Its findings were largely positive for the
service with 33 of the 43 forces being
assessed as good; two as outstanding and
eight requiring improvement. 

Author Mike Cunningham, QPM, a former
chief constable, has experienced at first-hand
just how demanding and challenging
modern day policing has become.

Findings
He spoke to The Investigator on the day the
report was released to give us an exclusive
insight into what its findings mean to the
world of criminal investigation. 

The annual inspection looked at how well
forces were performing in three specific
areas. 

These include: how well forces understand
the current demands they are facing, how
well they use their resources to meet that
demand and how good they are at
forecasting that demand and planning for
the future. 

Mr Cunningham admits that the most
challenging aspect of all three is the ability of
forces to forecast demand and plan for the
future.

He told us: “The very best forces are working
with partners, local authorities and education
to, as best they can, forecast what demand
might be like in the future.

“This includes different types of crime,
numbers of victims, types of victims, an

Room for
Improvement

the author of the hMiC report into police efficiency Mike Cunningham,
QPM reveals that forces have much work to do to keep up with the ever

growing demands of modern policing. Carol Jenkins reports.
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increased focus on vulnerability, cyber and
community safety issues which are not
reported to the police but to other agencies
such as health professional.”

Complex
He spoke of the importance of ‘getting that
complex picture of sometimes latent
unreported demand in communities’ and
admitted that the police service across the
board needs to improve to ‘develop the new
skills needed to deal with the new types of
demand.’

He praised the two outstanding forces –
West Midlands and Durham for the way they
performed in this area.

“Durham and West Midlands – both of those
forces demonstrate an ambition and pace for
innovation that other forces would do well to
match,” he said. “They are forward looking,
they are restless and they want to improve.”

innovation
Mr Cunningham also praised both forces for
their dedication to innovation.

“They are constantly thinking about how to
work with partners to prevent issues from
becoming serious and they have a very good
understanding of the demand, not just the
upfront more immediate demand but the
more complex hidden demand issues and
they are working to prepare their workforce
to deal with that.”

Behind the league tables and the focus on
the winners and losers, Mr Cunningham says
the report raises some fundamental
questions about how well forces are geared
up to deal with the complexities of today’s
criminal investigations.

Digital
He did raise concerns about how well forces
are dealing with burgeoning levels of digital
evidence and the evolving cyber crime
picture. His view is that equipping staff with
the right skills to enable them to investigate
in an increasingly digital world was now an
integral part of the whole of policing.

The report
commented:
“While almost all
forces intend to
make use of
mobile
technology, digital
skills remain a
significant gap. 

“Police forces
continue to
struggle with the
large number of
different IT
systems and, in
particular, how they
work together to share and search for data.
Very few forces are focusing on developing
their officers’ and staffs’ digital skills, despite
a universal acceptance that digital skills are
becoming an increasingly important part of
police work.”

Whilst he acknowledged there were no
immediate answers to such a complex issue,
he advised forces to begin by mapping out
how demand is changing and then focus on
what it will look like in five years and beyond. 

“Once that work has been completed then
there are two consequences that flow from
that: one is about the staff and the skills they
will need and the second is around capital
expenditure and kit. 

“This is an absolutely critical piece of work
that forces cannot get away from if they are
to cope with the growing demands being
placed on it by the digital challenge.”

vulnerability
Mr Cunningham told us that one of the most
fundamental challenges for investigators is
issues around vulnerability – both adults and
children. There has been an increase in
crimes such as child sexual exploitation, adult
exploitation and issues around mental health
and the vulnerable elderly. 

While he praised the development of the
Professionalising Investigation Programme

Mike Cunningham
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(PIP), Mr Cunningham revealed that more
effort needs to be put into developing
investigators and their skills in order to best
equip them to deal with issues around
vulnerability and digital and cyber. 

improvement
A discussion about the report would be
remiss without mention of the fact that eight
forces have been graded as requiring
improvement.

Mr Cunningham points out that they are all
at different stages of their development and
some have made great strides on their
performance in comparison to last year’s
report. 

“If you look at a force like Humberside, I have
concluded that they do require improvement
but their performance has improved from
where it was last year.”

Whilst he acknowledges there will always be
winners and losers in each inspection, Mr
Cunningham insists that the role of HMIC is

to promote improvements in policing and
not to ‘kick the service.’

“Our mission is to promote improvements in
policing so that the public can be safer. I
expect that every chief constable that has
been assessed as requiring improvement
wants their force to be better. We will inspect
them next to time and if they have made
improvements we will say so but equally if
they haven’t then we will be open and honest
about their progress.”

For a full copy of the report click HERE

THE CELL SITE EXPERTS

@: enquiries@footprintinvestigations.com
W: www.thecellsiteexperts.com
T: 01527 467467

Footprint Investigations 
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It came as no surprise to many in the service
that the recent HMIC report into police
efficiency raised serious doubts about its
ability to process ever-growing volumes of
digital evidence that are now a routine part
of all criminal investigations.

The fact that technology has advanced so
rapidly over the past decade has meant the
service has found itself on the back foot and
has struggled to address the growing
demand that is snowballing by the day. 

It’s an issue that the National Police Chief
Council’s (NPCC) Digital Policing Portfolio is
well aware of and has taken the criticism on
the chin.

It  sees it as opportunity to provoke further
debate and to also highlight the positive
work that is currently taking place around the
country to address the issue. 

Giles Herdale, the head of the NPCC Digital
Intelligence and Investigation programme
described the overall sentiment of the
report’s comments around digital evidence
as ‘fair and balanced.’

“It is fair to say that looking across the police
service in general there is a big problem
around forces’ ability to process the huge
volumes of evidence that they are
experiencing,” he said.

“It is hardly surprising given all the
environmental factors which are very well
documented in digital technology and which
are spreading to every sphere of modern life.

“Whereas ten years ago the amount of data
that was on a phone was quite limited - now
the amount of date on a phone is enormous.
The ability to process a device is becoming
more challenging and complex.”

Despite acknowledging that the problem
cannot and won’t be solved overnight, he
does pose a number of suggestions that
could help stem the immediate flow.

The first is for forces to examine carefully
their triage process. At present – it can be
extremely challenging for those on the
frontline to prioritise digital evidence
collection, particularly as vital data does not
just exist on telephones and computers. 

Digital time Bomb

A
s the service digests the findings of the recent hMiC report
into police efficiency, giles herdale, who leads the NPCC
Digital intelligence and investigation programme, suggests

it needs to take a stark look at its existing structures and processes
in order to bring about lasting change. Carol Jenkins reports. 

Speaker



The growth of the internet of things means
that data can be gleaned from satellite
navigation systems, gaming devices and even
household appliances such as fridges. 

While this does present new evidential
opportunities, it can also exacerbate the
need to prioritise evidence. 

Forces including Staffordshire, West Midlands
and Cheshire have attempted to streamline
this process by adopting new tools and
processes to conduct triage at the scene of
an investigation and have made some tough
decisions around prioritising the amount of
digital evidence they seize.

“There are forces that have looked hard at
the triage process and I think that’s
absolutely fundamental to helping tackle the
huge volumes of digital evidence,” said Mr
Herdale.

“You’ve got to look at where is the most
relevant evidence and if you support that
with tools and business processes that
enable your staff to put that in place then
you could have quite a significant impact. 

There are significant opportunities to make
use of developments such as the new Met
Digital Forensics framework in order to
support greater consistency and value for
money in this fast moving environment.”

He also promotes wider use of Digital Media
Investigators (DMIs) to provide their expert
advice early on in the investigation process.

“Again the use of DMIs has been very
variable.  Some forces use DMIs as a
specialist function that are attached to major
crime teams and act as a tactical advisor to
the SIO.

“While I accept that is a totally valid function,
it doesn’t deal with the frontline point of
contact challenge that every force is facing.

We need to be using DMIs at the front end to
help recognise and prioritise digital evidence
opportunities right from the outset. “ 

Gloucestershire
Constabulary has
embraced this
idea and is
currently piloting
a project to use
DMIs in control
rooms in order to
recognise digital
evidence
opportunities
right from the
time when a call
comes into police. 

Mr Herdale also
accepts the report’s observation that few
forces are developing digital skills in the
workforce and not taking full advantage of
police staff. 

At present – ten forces are piloting
programmes looking at the use of
volunteers. 

One such force - Hampshire Constabulary
has recognised this opportunity and now
uses its special constables who are IT experts
that work for major international companies
to provide their digital expertise.

The issue of a digital skills gap is not just
confined to the police service and is
something that is being experienced across
the wider public sector. 

The College of Policing is currently
undertaking a programme of work looking at
this ‘digital skills gap’ and looking at how to
improve not just recruitment of expert staff
but their career progression once they join. 

It is acknowledged that the public sector
faces stiff competition from industry to retain
the best people as their skills are highly
sought after. 

Mr Herdale accepts the criticism in the report
that ‘digital work in policing is too often
about exciting technology projects’.

10
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Giles Herdale,
Programme Director

Digital Intelligence 
and Investigation
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He believes the reason for this is part of a
wider challenge around police leadership.
“Overall, police leaders’ track record in
technology is not great,” he admitted.

“They haven’t recognised that it is so
fundamental to the success of their overall
business.  Leaders need to recognise that
developing their skills and knowledge in this
area, and the capabilities of their staff is
fundamental to maintaining relevance and
public legitimacy in policing.”

He is keen for the police service to broaden
the debate beyond the issue of digital
evidence as he sees it as symptomatic of
wider challenges.

The first is his belief that the police
service is still too parochial and
even neighbouring forces are
operating in isolation. 

“The HMIC report seems to
reinforce this parochialism
because it doesn’t focus on the
issues from the perspective of
the service as a whole and about
the whole planning capability and
demand,” he explained.

“By taking a force-by-force
approach then what you will have is
more of the same and it becomes more
confusing and chaotic.”

His argument centres on the fact that
existing territorial police boundaries ‘don’t
reflect the reality of the problem that forces
are being asked to respond to.’

“That’s not an argument for saying that you
need to redraw the boundaries because
wherever you redraw the boundaries you will
have the same issue. 

“I don’t think a national police force is going
to be a panacea to solve all the current ills
but I do think a geographically-bounded
model in which every force tries to provide a
full range of services is looking increasingly
outmoded.”

Despite the fact many regions of the UK are
now collaborating in some way – he sees the
effect of this work as quite limited.

“While the service has recognised the value
of regional collaborations, I think that it has
tended to compartmentalise this work –
seeing it as a project rather than a root and
branch culture change.  Certainly there is
scope for more capabilities to be provided as
national services rather than developed in
isolation.”

The way that some forces have responded to
austerity has also exacerbated the digital

conundrum, he says.

While some have chosen to
‘batten down the hatches’ and

reduce their services, other
have set out to prove that
‘necessity is the mother of
invention’ and used the cuts
as a opportunity to totally
re-evaluate and revise their
ways of working.

NPCC has recognised the
need to better co-ordinate

and drive this work from the
centre through the creation of a

Digital Policing Portfolio, including
DII. This is looking at the whole life

cycle from the first point of contact through
to presentation of material in court.

“We need to look at our work plan and our
own capabilities in light of these reports and
make sure they are still relevant. At a national
level, we need to be more joined up and
make sure we are going in the same
direction. It’s pretty hopeless if we are trying
to support forces in one direction and the
HMIC says they should be going in a
different direction,” he advises.

“I would urge police leaders to recognise that
they’ve got to try a different approach – not
just around digital evidence but to the wider
policing model. You won’t bring about
transformation by doing the same things
you’ve always done.”
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Aroot and branch reform of the way
forces process forensic evidence is

underway with the introduction of the
iSo17025 international standard. Forensic
Regulator Dr gill tully talks to Carol
Jenkins about the progress made so far. 

Forensic Regulator Dr Gill Tully is unequivocal
in her belief that minimum standards in
forensics will help radically transform the way
digital evidence is used in a criminal case. 
Prior to taking up the mantle of Forensic
Regulator in 2014, Dr Tully racked up an
impressive 25 years as a forensic scientist
working first at the now defunct Forensic
Science Service and latterly for a private
company.  

She observes that the majority of her career,
much of which was spent at the coalface in
laboratories working on criminal cases, has
been spent devoted to introducing quality
systems.

“Assuring the quality of provision of forensic
science is something that has been very
important to me throughout my career,” she
explained.

This resolute focus on the importance of
quality and minimum standards now makes
her best placed to drive the implementation
of ISO17025 – the digital forensic standard.

Accredited by UKAS, the standard will
introduce quality frameworks with the aim of
trying to continuously improve procedures
for in-house police labs and standardise the
processing of digital evidence. 

The rationale behind the standards is to
ensure that all digital evidence is robust
enough to withstand scrutiny in court and
ensure justice is safeguarded.

Deadlines
Adoption of the standard is non-negotiable
and forces are now working towards a
number of critical milestones. The race is on
for the deadlines to be met – with the
deadline for digital forensics scheduled for
October 2017.

The rationale behind the timing of the
standards is two-fold according to Dr Tully.
“It absolutely an important time for quality
and that is because there is a varied

Regulation Requirements

Speaker
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landscape of different people doing forensic
science,” she explained.

“But it’s also because forensic science itself is
probably under pressure more than it’s been
in recent years.”

She cites this as being because of the rapid
expansion of digital forensics and its growing
importance as evidence in criminal cases as
well as pressure on costs. The service has
borne the brunt of eight years of budget cuts
that has required it to completely review and
revise its working practices and provision of
forensic services has not been exempt from
this work.

Quality
There has also been an
increasing focus by the
legal and scientific
community on whether
forensic science is
sufficiently backed up
by what Dr Tully
describes as ‘good hard
science’ that is done to
the right quality. 

“For me, it’s about making
sure we have a very solid
foundation and quality standards that
apply across all the disciplines and all the
providers of forensic science,” she explained.

She describes the ISO17025 standard as an
important ‘assurance mechanism’ that will
validate that forensic science providers, both
in-house and private companies, have
reached the required standard.

“This should just be the final check when the
organisation has itself implemented the
required set of quality standards and be
absolutely sure they are doing everything
right.”

In reality, she admits, the majority of forces
have considerable progress to make in order
to meet the required standard. 

“There are parts of policing that are new to

quality standards and they just haven’t
reached the level of maturity of culture yet,”
she admits.

“So instead of the visit by the accreditation
service being almost a check that everything
is already in place, they are sitting back and
waiting for the accreditation body to say
what they need to do to improve, and that’s
not the way it should work.”

validation
Dr Tully has spokenat conferences and
workshops to offer guidance and support
and she admits it is ‘taking some time to get

that message through and to make
sure that people understand

the concept of validation.’

“The concept of
validation is about
making sure that your
methods do what you
say they do and that
you have objective
evidence to show that.

That’s proving a real
challenge particularly

with digital forensics
where a lot of people are

not coming from a scientific
background.”

Reaction to the standard has been mixed
around the country – with some forces
embracing the work and others regarding it
as merely twisting the tourniquet on an
already-beleaguered service that has
suffered eight years of continuous budget
cuts.

Dr Tully is a sensible pragmatist that has
spent many years working in forensic science
and so she accepts that you will always get a
mixed reaction to the introduction of any
new ways of working.

“When you first set a standard for people
there is a period of initial abject horror and
then you go through a phase of grudging
acceptance. What then follows is a phase of
really hard work and then when you come

“our
justice system 

is all about
transparency. i’m not

saying that evidence that
has not been conducted 

in an accredited
environment should

be omitted”
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out the other end quite often people become
enthusiastic and really start to see the
benefits.”

Culture change
However, she acknowledges the importance
of gaining buy-in for the work and for seeing
the standards as an opportunity for a real
culture change.

“I think that if you just impose a set of
standards, you get a level of compliance but
you don’t get the culture change that goes
with it. I do spent a lot of my time going out
to the practitioners and leaders and try to
sell the message of why we need standards.
If you don’t get the culture change then it
can be almost as bad as not having done
anything at all.”

Deadline
The first deadline for 2017 in digital forensics
is fast approaching. Dr Tully says she ‘fully
expects that a significant number of forces
will not have accreditation for their activities’
by this deadline. 

“This is very disappointing. I recognise that a
lot of effort has gone into digital forensics

over the last two
years but
unfortunately that
effort didn’t really
start early enough
so that’s why they
are going to miss
the deadline.”

At present the
Regulator’s
Quality Standards
Group is
considering a
paper looking at
what disclosure
organisations that
are not compliant
will have to make
in court.

She fully
acknowledges
that this could

have a big implication on the outcome of
cases in court. A force that has not received
accreditation could have its methods
challenged in court and the case put in
jeopardy.

“Our justice system is all about transparency.
I’m not saying that evidence that has not
been conducted in an accredited
environment should be omitted,” she said. 

“What I am saying if we have to give the
courts the information they need in order to
make those decisions on reliability and
robustness and that means being totally
transparent. If we’ve not reached that
standard, it’s about being open and honest
about that and leaving the court to choose
whether it tests the evidence a little more
thoroughly.”

The Criminal Procedure Rule does state that
the prosecution should declare anything that
could detract from the credibility of your
expert and the reliability of your evidence.

External providers
For police forces without accreditation, this is
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a serious concern. Dr Tully admits that forces
that don’t have accreditation would have the
option of working with external forensic
providers who already have accreditation. 

At present, there is a mixed picture around
the country, as some forces use their in-
house laboratories, whereas others outsource
to external companies.

Forces who do not meet the required
standard for accreditation will have to
grapple with a very fundamental decision –
do they take a chance at submitted evidence
from an unaccredited lab? Or do they out-
source to an already accredited external
provider?

As well as the IS017025 standard, forces are
also required to meet a set of accredited
standards for the delivery of their wider
forensic provision under ISO17020 with
deadlines looming for fingerprint
comparison in 2018, ISO17025 and crime
scene investigation in 2020, ISO17020.

Statutory powers
At present, the Forensic Regulator does not
have statutory powers but the Home Office is
currently considering introducing such
powers, something that Dr Tully
wholeheartedly supports. One option would
be that the codes of practice would be put
on a statutory basis and there would be a 
statutory obligation to comply with them. 

The Home Office is currently considering
what sanctions could be imposed for non-
compliance. It is likely that they will
introduce a graded response system, where
organisations would be issued with a notice
to improve and that the sanctions would
escalate if improvement is not made. 

“Introducing statutory powers for the
Regulator is absolutely required right now.
You can be 80 per cent of the way towards
being where you need to be without them
but you will never quite get to the end.”

The Home Office is also looking at work
around national capabilities which Dr Tully

supports. At present, she believes forensic
science provision has developed piecemeal
around the country and there is very little
consistency.

“I would like to see a little less fragmentation
around in terms of service provision. At
present there are some 60 legal entities
within policing seeking accreditation in
digital forensics. In some forces there are
more than one entity seeking accreditation.
My view is that it would be much easier to
keep quality standards if there was more co-
ordination.”

Future 
Looking to the future, Ms Tully is adamant
that standards are here to stay and that
policing will ultimately reap the benefits from
the work they put into implementing the
standards.

“What I would like to see is that all forces
who are engaged in forensic science are
doing it to the right level of quality and have
really matured in their quality culture. I want
them to see that errors are something to
learn from and to be open about.” she said. 

“Quality standards really do give the forensic
practitioner the backing to do what they
should be doing. It also gives the expert in
the witness box the information that they
need to answer the court and assist the court
with their inquiry and ultimately that has to
be for everyone’s benefit.”

Dr Gillian Tully
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Some of the UK’s most dedicated
investigators have been recognised by

the Police Federation at its National
Detectives Awards 2016. Carol Jenkins
reports.

Detectives work at the frontline of policing
routinely solving some of the most complex
cases and achieving justice for victims and
their families. Yet they are often the unsung
heroes of the criminal justice system, their
unstinting dedication and steadfast resolve
to see a case through to conviction passing
by unrecognised.

The Police Federation National Detectives
Forum, a national body that has a network of
20,000 members across the country, has set
out to change this by running its own
National Detectives Awards.

Nominate
Each year, forces are urged to nominate staff
who they believe have ‘gone the extra mile’
in the course of their daily duties. There are
five categories and this year’s winners were
announced recently at an awards ceremony
in Scunthorpe.

Martin Plummer, Chairman of the National
Detectives Forum emphasised how important

he believes the Awards have become in
recognising the unsung heroes of the service.

“It’s vitally important we recognise the efforts
of a body of officers who police for all the
right reasons. They don’t go into the job for
the kudos or to get pats on the back.” he
explained.

“Detectives are
routinely working
long hours detecting
the worst crimes. On
every given day that
a police officer goes
to work they are safe
in the knowledge
that if a serious
crime gets reported
then they can rely on
a detective to see
that job through to
the end in often very
difficult circumstances.”

Pressure
Mr Plummer said the awards were
particularly important at a time when
detectives have never been under so much
pressure and scrutiny for the decisions they
make. 

Unsung heroes

Martin Plummer, 
Chair National

Detectives Forum
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“The IPCC has increased its numbers fourfold
and is looking with intimate scrutiny at the
decisions of every detective so the pressure
is second to none,” he said.

Interest in the awards is at an all-time high in
forces with some 90 nominations received.
There is a strict judging criteria and the
judging panel comprises Mr Plummer and his
colleagues Vice Chairman Glyn Pattinson and
Deputy Secretary Karen Stephens.

Complex
The Detective Investigation of the Year was
awarded to a team from Scotland Yard’s
SO15 Counter Terrorism Command was led
by Detective Superintendent Peter Holdcroft
and Detective Chief Inspector Mike Jolly.

Mr Plummer praised the team for their work
in a complex counter terrorism case that
impressed judges due to its intelligence-led
approach. 

Worthy
Former Kent Police detective, David Stevens
was awarded the Services to Detectives
Award to recognise his impressive 40 years’
service. 

Mr Plummer said that there were ‘so many
detectives that have learnt so much from

David and the investigations he has been
involved in.’

“David is a remarkable character who isn’t
afraid to admit that something didn’t work
and as result allowed others to learn from his
mistakes. He is a very worthy winner and we
thank him for all he has contributed to
policing over the years.”

integral
The New Trainee Detective of the Year
category was hotly fought this year but was
presented to T DC Rachel Moss from Essex
Police for playing an integral role in complex
Child Sexual Exploitation cases.

Mr Plummer praised the ‘tenacity and
dedication’ of the young officer.

“For someone to be involved in CSE at that
level and to be so young in service was
something that really impressed the judges,”
he said.

“Her ‘never say never’ attitude to pursue a
number of very challenging local CSE cases
meant that she really impressed the judges
and stood out from a really high calibre of
applicants. The standard for this category
this year was extremely high.”

The hunt is on for the 2017 winners now and
The Investigator readers can apply by
contacting Nyki.Curtis@polfed.org

National Detective Award Winners
The winners of this years’ National Detectives
Awards fended off competition from nearly
90 applicants who impressed judges with
their tenacity and dedication.

Retired Detective Ch Supt Dave Stevens
(right) 

Damilola Taylor
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Chairman Martin Plummer said the National
Detectives Forum is ‘proud to award fellow
officers for their quite astonishing breadth of
ground-breaking and dedicated work. “They
are a credit to themselves, their force and
their country.”

A team of Metropolitan Police detectives who
uncovered a terror plot to kill US soldiers
near RAF bases in East Anglia won the award
for Detective Investigation of the Year.

The team, from Scotland Yard’s SO15 Counter
Terrorism Command, was led by Detective
Superintendent Peter Holdcroft and
Detective Chief Inspector Mike Jolly. The
officers mounted a fast-moving investigation
to neutralise the threat after learning that
delivery driver, Junead Khan, – known to hold
extremist views - planned to stage a road
accident in an attempt to lure the intended
victim from his car before killing him with a
knife in a Lee Rigby-style attack.

The operation included officers from across
the Metropolitan Police, including
surveillance, firearms, uniform and
undercover teams. Together they recovered
vital evidence that ultimately led to the
terrorist’s conviction in May, and Khan was
sentenced to life imprisonment.

The Services to Detectives Award was
presented to former Kent Police detective,
David Stevens, for his contribution to
investigative policing. 

Detective Chief Superintendent Stevens was
the Senior Investigating Officer in several
large murder investigations over his nearly
40 year career. 

Following his retirement in 2003, he set up
the Serious Case Review Team in Kent. Mr
Stevens’ expertise in investigative policing
was recognised when he was asked to work
with the Archbishop of York in reviewing the
tragic then-unsolved murder of 10 year-old
Damilola Taylor.  

His work also led to the development of a
Cold Case Investigation Team and the
successful prosecution of many serious
offenders who thought they had escaped
justice. 

His passion for protecting the young and
vulnerable led to him becoming an integral
part of setting up the Public Protection Unit
(PPU) as an independent department within
the Kent police to ensure that children,
young people and vulnerable adults had a
voice.   

Another team from the Metropolitan Police’s
SO15 Counter Terrorism Command was also
recognised, winning the Smarter Detective
Award for their work in foiling the first IS
(Islamic State) plot to kill a police officer, 
soldier or civilian on the streets of London.
Using an array of high-tech digital
surveillance techniques, the detectives, led
by Detective Chief Inspector Steven Coles,
were able to crack the complex codes the
jihadists used to hide their activities as they
planned their attacks. Following the arrests,
five firearms, ammunition and a silencer were
recovered, as well as numerous media
devices which the team forensically
examined while building build their case.

Target, Sheperds Bush Police Station

Target, White City Territorial Army Barracks
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Although the terrorists had tried to wipe
incriminating data, the CT team’s experts
managed to retrieve a large number of files.
These included images of Google street
maps of Shepherds Bush Police Station and
White City Territorial Army Barracks. 

The searches pointed to funding links with IS,
and established that the plot was
undoubtedly influenced, inspired and
directed by the events in Syria and Iraq, and
the rise of IS.

The work of these detectives, which was
commended by the trial judge, saw four
defendants sentenced to a total of 58 years
behind bars at the Old Bailey trial which
concluded in April this year.

Temporary Detective Constable Rachel Moss,
from Essex Police, was named New Trainee
Detective of the Year Award for her work
successfully targeting sex abusers during the
18 months she was working in the child sex
crimes teams.

T/DC Moss took on a high number of Child
Sexual Exploitation (CSE) cases – many of
which involved significant challenges. In spite
of difficulties, which sometimes involved re-
opening previous investigations, she was
able to secure numerous convictions which
included:

• A farmer successfully prosecuted for
grooming and sexually assaulting vulnerable
young girls he employed

• An 11-year prison sentence for a dangerous
offender
• A conviction and Sexual Harm Prevention
Order following allegations of a male raping
his younger brother. T/DC Moss worked
tirelessly to promote the case even though 
the victim’s family would not support
prosecution.

The PFNDF Award for Outstanding
Contribution went to the documentary series
24 Hours in Police Custody which was filmed
with Bedfordshire Police. 

The Garden Productions company was given
access to a variety of cases using rigged and
handheld camera footage, complemented by
interviews with the officers behind the
investigations. 

The programme opened up the inner
workings of policing, allowing people to see
and better understand the complexities of
detective work across the whole spectrum of
crime.

Bedfordshire Police agreed to two periods of
filming with The Garden Productions – most

DCC Peter Goodman speaking 
about cyber crime

The Garden Productions 
with Martin Plummer



“It has taken some of the girls I have been
working with 18 months to feel confident
enough to talk to me. It’s about building that
constant rapport and trust and to let them
see that we are trying to help them,” she said.

“In some cases it has helped that I am young
but this varies very much from person to
person.”

Conscious
T/DC Moss admitted she makes a conscious
effort to detach herself from her work and
not get personally involved.

“It is a difficult not to get involved and it
takes a really strong character to leave your
work at the office door,” she said. 

“I think that by detaching myself then I am
better able to provide a more professional
and impartial service to the victims and at
the end of the day that is why I do the job I
do.

Recognised
T/DC Moss said the award has ‘really spurred
me on to keep going and progressing at as a
detective.’

“It means such a lot to be recognised with
such a top award – I’m really pleased and
proud.”
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T/DC Rachel Moss 

recently in summer 2015 – and the fly-on-
the-wall documentary series has been aired
on Channel 4. The programme had been
highlighted by BAFTA in a live debate before
being chosen to receive the PFNDF
Outstanding Contribution award. 

trainee Detective of the Year 
Essex Detective Rachel Moss has just four
years’ service in the job and two years’ at a
detective working on child abuse
investigations. In just two short years she has
excelled in one of the most challenging areas
of criminal investigation, which has led to her
being award the Trainee Detective of the Year
in the National Detectives Awards 2016.

Challenging
She was nominated for her role in
investigating a number of challenging local
cases involving vulnerable teenage girls. She
has been particularly successful in obtaining
Child Abduction Warning notices on suspects
to avoid them having further contact with
victims. 

Speaking to The Investigator about her
award, T/DC Moss said she was ‘very shocked
and honoured.’

“It’s a real privilege for me to work in the
department I work in with such a dedicated
team of people. We wouldn’t get through our
day if we didn’t work as a team so this award
is not just for my work but for my
colleagues,” she told us.

“I’m really proud to have been recognised for
my work after only working as a detective for
two years. It’s a very mentally challenging
role as you are dealing with very vulnerable
victims in society. These can range from
young children to teenagers and they often
don’t understand the risk they are putting
themselves in.”

Confidence
T/DC Moss said she found it extremely
challenging to gain the confidence of victims
who feel frightened and often reluctant to
trust the police.
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Police Federation National
Detectives Awards 2016 in pictures

PC Paul gerrish, 
Smarter Detective runner up

Di Paul Masters, 
3rd place, Smarter Detective

Di Martin Chudley
Detective investigation runner up

DS Paul Singh & t/DC Luke Bacon
3rd place, Detective investigation

DCi Steve Coles
Smarter Detective winner

Det Supt Peter holcroft
Detective investigation winner
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the National Detective Awards 2016
attracted a high calibre of entries,
including one from hampshire which was
highly commended in the Detective
investigation of the Year category. Carol
Jenkins talks to Di Martin Chudley about
operation Columbian.

The extraordinary resolve a Hampshire
detective displayed in securing the
conviction of a man who brutally murdered
an elderly woman has been recognised in
this year’s National Detective Awards.

DI Martin Chudley was the very worthy
runner up in the Detective Investigation of
the Year category for his relentless pursuit of
killer Matthew Hamlen who broke into the
home of Georgina Edmonds in 2008. Hamlin
stabled Mrs Edmonds 37 times on her chest,
neck and back to try and get her pin number. 

Her son Harry found her body later than day.
Hamlen was brought to trial in 2012 but
found not guilty. He was eventually brought
to justice after new DNA evidence was
discovered and he was tried under new
double jeopardy legislation. He was

eventually convicted of the murder and jailed
for life in February this year.

DI Chudley, explain that during the first
investigation he was a DS and the scenes of
crime officer in the case. 

“From the outset, it was a very unusual case
and the motive was never really known. I still
to this day don’t really know what happened. 

We were initially quite overwhelmed by the
volume of evidence and it was like looking
for a needle in a haystack,” he said.

Investigators began an exhaustive enquiry to
try and find the culprit but their efforts at
first proved fruitless. They interviewed
thousands of people during the course of the
inquiry. 

Breakthrough
A breakthrough came when they discovered
a CCTV image of Hamlen trying to use what
turned out to be Mrs Edmonds’ debit card at
a cash machine in Eastleigh, only a mile and
a half away from the murder scene. 

Operation Columbian
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Despite the poor quality image, it placed the
offender as a local man due to the fact he
remained in the area after the murder. 

The team also recovered the victim’s mobile
phone just south of the cottage on a tow
path which helped them conclude that he
made off from the house on foot – again an
indication he was a local man with a good
knowledge of the area. 

This narrowed the search down to 900
possible names – including the offender. 
They also managed to glean DNA evidence
from the murder weapon – a marble rolling
pin. They managed to match the DNA
sample to that of Hamlen but due the fact it
was a poor quality sample, it was questioned
by the defence in court. 

Acquittal
When DI Chudley sat in court and heard the
judge announce the acquittal he described
the day as ‘one of the lowest points of my
career.’

He decided that he wouldn’t give up and
began doggedly pursuing the scientists who
had worked on the case in an attempt to get
further DNA evidence.

During the second investigation he was now
deputy SIO and a DI and continued asking
scientists to examine DNA evidence. 

He was undeterred and again asked if
anything else could be tried to get a result.
A breakthrough came when scientists
suggested that a new test could yield vital
DNA evidence but they could not promise
success. 

The new evidence concerned DNA on the
victim’s blouse. Scientists originally had
trouble identifying DNA on her blouse due to
the fact too much of her blood was on the
blouse. 

Analyse
However, as science is always evolving,
scientists believed that a new test could help
analyse the DNA on the blouse.

The gamble paid off and in March 2014 they
concluded that the profile they found had a
26 million to one chance of being Hamlin’s. 

verdict
During the second trial DI Chudley was
sitting in the gallery with Mrs Edmonds
family. 

“Their first reaction was to come over and
hug me. They were so grateful for our efforts
and relieved that Hamlen was eventually
convicted.”

Following the trial DI Chudley was sent
emails from colleagues and a card from a
former neighbour congratulating him on his
efforts. 

As the trial verdict came in, a group of local
inspectors were meeting nearby in Eastleigh
and they spontaneously burst into applause
in recognition of their colleague’s efforts.

“I had the most incredible reaction from
colleagues and local people and while their
gratitude meant a lot, the most important
aspect for me was that I achieved justice for
the family. As an investigator, this is always
the ultimate goal.”

Georgina Edmonds

Convicted: Matthew Hamlen
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Acadre of specialist cyber crime
investigators is now in place in every

region of England and Wales to deal with
the most serious online crimes. Carol
Jenkins talks to Craig Jones the head of
the cyber crime unit at the South East
Regional organised Crime Unit about the
current challenges.

Some of my most interesting interviews for
The Investigator have been conducted in the
none-too salubrious surroundings of
motorway service stations up and down the
UK. This one is no different and I meet up
with Craig Jones the Head of the Cyber
Crime Unit at the South East Regional
Organised Crime Unit to discuss his role in a
service station in Berkshire over what turns
out to be very bad coffee. 

Having overall responsibility for tackling the
most serious incidents of cyber criminality in
the South East, arguably one of the country’s
most busiest and challenging regions is not
for the fainthearted. But it’s a role Craig is
relishing, despite admitting that he has an
increasingly challenging remit which involves
translating the overarching national and
regional strategic cyber vision into
meaningful operational activity. 

With a background in both law enforcement
and the mobile phone industry – his
combined experience enables him to take a
broad overview of the current challenges and
the best solutions to deal with what has now
become a complex threat.

Remit
The remit of the unit is to provide a powerful
and highly visible investigative response to
the most serious incidents of cyber crime:
pursuing cyber criminals at a local, regional,
national and international level. The unit
works proactively to target criminal
vulnerabilities and prevent criminal
opportunities. 

It comprises a regional Cyber Crime
Investigations Unit and an eForensics Unit
that is responsible for the digital
examinations of devices and a Digital
Development Unit that seeks to research,
develop and exploit all opportunities
presented in the digital environment which
support investigative processes.

The unit comprises a cadre of police
investigators and industry professionals from
Sussex, Surrey, Hampshire and Thames Valley
forces who work in tandem to both carry out
both proactive and preventative work. 

Cyber Cadre
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A vital part of the unit’s role is to assist the
National Crime Agency and the other ten
regional units in providing a co-ordinated
response to an increasingly challenging
issue.

The setting up of the units marks a total step
change in the way the police in England and
Wales approach cyber crime. The unit has
already notched up some notable high
profile successes.

Successes
In September five men were sentenced for
computing offences following an
investigation by the unit which was initiated
by Thames Valley Police. It uncovered the fact
that an IT sales company called Quadsys in
Kidlington, Oxfordshire has hired a technical
engineer from the victim, an owner of an IT
sales company called ITBus. 

This person was able to supply three of the
directors of Quadsys with the password and
login details to be able to read the victim’s
email. The men were all convicted for
offences under Section 1 of the Computer
Misuse Act and received supended
sentences, community service and were fined
heavily.

In another successful case, four men were
convicted of online fraud offences involving
Amazon accounts. The men were from
London, Bristol, Bicester and Colchester –
highlighting the fact that today’s cyber crime
doesn’t respect force boundaries. 

They tried to scam money from Amazon by
pretending that the goods they had ordered
had never arrived and wanted a refund. 

Complex
Craig explains that behind the high profile
cases that make the headlines there lies a
more complex picture of cyber criminality.

“As cyber crime is a complex area, it is a
challenge to define but what we are seeing is
that a lot of crimes are being committed by
organised crime groups outside of the UK.
The big thing about this type of criminality is

that you can sit in a bedroom and effectively
commit large volumes of crime in one go.
This is unlike more traditional crime where
someone commits one burglary.”

He admits the fact that the international
element is a challenge but effective
relationships with the National Crime Agency
and the other regional squads does help with
a more joined up approach.

“Although we are set up as regional units, our
role is very much a national cyber response
physically based in the regions and
communities we seek to protect,” explains
Craig.

“There is no reason why an initial response
from the North West couldn’t be dealt with
in the South East region. At the end of the
day it’s a crime investigation.”

He does accept though that having such a
nebulous remit can prove challenging when
trying to define the scope and workload of
the unit and that this will continue to be
challenging as the unit develops and
matures. 

Businesses
In terms of the South East region, one of the
unit’s priorities is the major denial of service
attacks on local businesses and network
intrustions, both the prosecution of offences
as well as providing advice to businesses to
prevent the attacks happening.

“Companies are a priority for us because
attacks on them affect UK PLC, it is not in our
interest as a nation to have our businesses
attacked.”
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He points out that very rarely are such
attacks committed in isolation and that
organised crime groups will often carry out
attacks on companies and use the proceeds
to fund further criminality. 

“When a company loses £50K from its 
accounts then that will go into an organised
crime group and moved around the network
and will then be used for drugs, organised,
immigration crime and firearms.”

A Cyber Protect officer is based in the unit to
provide valuable prevention advice to
businesses proving that prevention is just as
an important as prosecution for the newly-
set up squads.

New breed
As well as the major attacks on businesses
and organised crime, a worrying new breed
of young cyber criminals is emerging,
explains Craig.

The young people are recreating the
traditional playground culture online and
they pit their wits against each other to carry
out denial of service attacks on targets such
as businesses, local government networks
and other targets.

Their motive is often not financial but to
compete against their peers. 

“The social pressures on young people as a
result of the online culture are now a lot
higher. We won’t always focus on criminal
justice outcomes. We have found that an
effective approach is to go and visit their

parents to try and explain to young people
the impact of their offending,” he said.

Future 
Looking to the future at on-going challenges,
Mr Jones admits that training and staffing
the units are always going to be problematic,
particularly when the brightest talent is often
poached by industry.

The growth of mobile phone APPs and the
internet of things are just two areas that he
predicts will continue to prove a challenge to
police as criminals continue to exploit the
fact we spend so much of our lives online. 

The pressure on investigators to process and
understand large volumes of data is also a
stark reality for the unit.

“From an investigator’s perspective it can be
challenging to find and obtain the evidence
that sits within the digital devices, then
translate that into an clear and
understandable format that can be used in
the court process.”

Despite the fact he runs a specialist unit,
Craig believes that cyber crime cannot be
‘put in a box’ and seen as a niche area that is
remote from mainstream policing.

“The challenge for us all is to approach cyber
as an integral part of mainstream policing
and to avoid operating in silos. In the coming
years the cyber threat will only continue to
grow and become increasingly complex and
we have to ensure that we as a service are
geared up to deal with this threat.”
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The Dark Web is every bit as mysterious at its
name suggests. The term refers to a
collection of websites that hide the IP
addresses of the servers that run them. Even
though they are visible, it is difficult to work
out who is behind the sites and you cannot
find them using conventional search engines.
Almost all sites on the so-called Dark Web
hide their identity using the Tor encryption
tool. 

It is fast becoming a hot bed for criminality
and commodities such as drugs and firearms
are regularly traded as freely as items on
conventional auction sites such as eBay.
Other illegal trading involves fake identity
documents, child abuse images and contract
killing services. 

On first inspection, it can appear that the
Dark Web is impossible to police due to its

relative anonymity. However, Colin Tansley, a
former senior police officer and now
investigator, trainer and lecturer is
encouraging law enforcement officers to take
a fresh look at the Dark Web and the
investigative opportunities that it presents.

Mr Tansley has built up a wealth of expertise
as both an investigator working for West
Yorkshire and Cleveland forces and the
Federation Against Copyright Theft. He now
lectures and trains both public and private
investigators in online crime. 

Criminality 
He admits that it is virtually impossible to
gauge the level of criminality that is taking
place on the Dark Web and it needs to be
emphasised that not all activity on the Dark
Web is illegal. 

Dark Art
there is a wealth of investigative opportunities available

to detect online criminality on the Dark Web. online
investigations expert Colin tansley provides some valuable
advice. 
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“The Dark Web is a bit like the black figure of
crime, nobody really knows what goes on
there. You are not going to get somebody
walking into a police station saying that the
fake passport they ordered on the Dark Web
hasn’t arrived.”

His first piece of advice to investigators is to
spend time familiarising themselves with the
Dark Web. 

“The more time you spend on the Dark Web
the more you develop a sense for how
people do business and interact there,” he
said.

“I would say approach your activity with an
investigative mindset and as an observer pay
attention to detail such as the grammar and
language people use. One of the difficulties
of the Dark Web is that it can be very
challenging to work out where people are
based in the world as the majority of people
on the site use English.”

Competency
He advises taking a closer look at the
competency of the person using the English
language. If the language is competent then
there is a good chance the person is based in
the UK or the US.

“There are some nuances with the language
that can tend to suggest where a person is
based.”

He does acknowledge the challenges for
investigators in spending time on the web
while they are at work due to the limitation
of the police network. 

“There is no way that your average officer
would be able to access the Dark Web from
his or her computer in a police station. Even
if they could access it I wouldn’t advocate
them trying to access it from the PNN as that
would join the encrypted network.”

As well as openly familiarising yourself with
the Dark Web, investigators can also engage
in covert methods including setting up a
shop on the Dark Web. However, Mr Tansley

advised getting
the right training,
authorisation and
expert advice to
ensure there are
no grey areas to
your work that
could be
challenged in
court. 

Peer review
A peer review
system operates on
the Dark Web in the same way that it does
on the conventional web and this can often
give away valuable clues as to the identity
of the criminals. For example, many
criminals adopt user names or nicknames
that they have used for years because they
enjoy the kudos of using a particular name
as it carries with it a particular notoriety
and credibility, explains Mr Tansley.

“The interesting thing is they often use
those names on the surface web and so I
would advice investigators to refer to both
the Dark Web and surface web as a way to
piece the identities of illegal traders
together,” he said.

“As most criminals are motivated by
money then I would advise exploiting this
weakness; you will be surprised just how
much information you can find out.  If they
see a potential customer, they may drop
their guard and not think that you could be
an investigator.”

He revealed that criminals who trade on
the Dark Web have even been known to
give out details of their websites they use
on the surface web that can yield a wealth
of information including email addresses
and telephone numbers.

Security 
Mr Tansley set up an account on the Dark
Web and asked a question about the
potency of a particular drug. The response
came back quickly and advised him to
check out the website on the surface web. 

Colin Tansley
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“I think that sometimes they get lulled into a
false sense of security and think that just
because the Dark Web is anonymous that it
is impossible to police. You would have to be
a very disciplined criminal not to leave some
trace of your identity.”

He does advise investigators to be cautious
and not to immediately assume they have all
the answers.

“I always advise investigators to ‘question the
answers’ rather than answer the questions.
The golden rule is to assume nothing, believe
nothing and check everything.”

His training courses offer a wealth of
knowledge around not just the Dark Web but
the Internet as a whole. He encourages
investigators to see past the mindset that
Google is the Internet and reveals that there
are steps that you can take to hide websites
from being accessed by Google on the Web. 

People often get the Dark Web confused
with the Deep Web – which is a set of
websites that can’t be indexed by Google. In
order to access the Deep Web, you for
example may need a username and
password, you may have to query a database
or access content hidden behind a paywall.

Future 
He predicts that in future the challenge of
policing the Dark Web will only get more
complex.

“We need to work on developing best
practice guidelines to provide investigators
with more support in dealing with criminality
on the Dark Web.

“We need to remember that it’s an
international issue and our strength as law
enforcement professionals has always been
in sharing best practice and knowledge.” 

You can contact Colin Tansley through his
company Intelect Solutions Ltd by emailing
colin@intelectsolutions.im or by going to the
website at www.intelectsolutions.im
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submissions

Do you have a case study or a

research paper in policing, forensics

or cyber crime?

The Investigator is always looking for

innovative articles from law

enforcement agencies and inductry.

For further details or to submit an

article please email Carol Jenkins,

editor at: 

carol@the-investigator.co.uk

ADVERTISING
Why not promote your company to

over 7000 law enforcement

professionals around the world?

For details on available packages

contact Dale Hazell on +44(0)844

6608707 or email: 

dale@the-investigator.co.uk
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The water keeps no secrets. If a crime has
been committed where evidence or a body is
concealed underwater, then there is a good
chance that investigators can retrieve
valuable evidence that can often prove the
difference between a won and lost case.

Forensic search specialist Peter Faulding has
built up a wealth of experience in searching
the underwater crime scene for evidence. He
also uses state of the art sonar equipment
which he first pioneered in this country after
witnessing its success rate in the US.

As well as being called in to provide advice
to forces on crimes, Mr Faulding also
provides help on locating drowning victims.
Over the summer, he was involved in six
incidents where young people had lost their
lives through drowning. 

“A common misconception among the public
is that if they jump into a river in the summer
then the water is going to be hot. In fact,
river water is cold and it literally takes your
breath away and it grips your chest,”
explained Mr Faulding.

“People need to almost drown proof
themselves. What they do is panic and wear
themselves out, they take a mouthful of
water and then go down. We advise people
to hold their breath and your body is
naturally buoyant. You will eventually drift to
the side and probably survive.”

Concealed objects such as bikes and remains
of buildings such as piers can also be an
unexpected hazard that could cause serious
injury or death if a person jumps into water.

Despite the fact that all water has the
potential to hold the clues to a crime, Mr
Faulding points out that it can still be
extremely challenging. “It’s much easier
searching a lake because the water is still. A
river and a slow moving canal are also quite
straight forward.

“If someone disappears in the sea, if it’s a
murder where they haven’t been properly
weighted down the chances of finding them
are very remote, they may wash up on a
beach miles away. However If a boat has sunk
or a murder victim has been weighted down

Buried Treasure
the underwater crime scene can provide a rich source of

evidence. Forensic Search specialist Peter Faulding talks
about how looking below the surface can reveal vital clues.

Speaker



34
Issue 3 - 2016       www.the-investigator.co.uk

or wrapped up we will probably find them
using high frequency side scan sonar.”

Key advice look into the background of a
suspect
As with all crime scenes, Mr Faulding advises
investigators to look into the background of
potential suspects as this could hold the key
to finding the body.

“If you start looking at the suspect and ask is
he a builder? Is he a diver? Ex
military? Would he have access to
expert knowledge or equipment
that could lead you to the victim’s
whereabouts?”

Mr Faulding was involved in the
search for the missing Chohan
family in 2003.  The bodies of
Amarjit Chohan, his wife and her
mother, from west London, were
washed up on the south coast in
2003. Their two children have not
been found. 

Career criminal Kenneth Regan, 54,
of Wiltshire, and his accomplice William
Horncy, 51, of Dorset, were convicted of
murdering all three generations. 

It emerged that one of the murderers had a
maritime background so understood how to
read nautical charts. Due to his maritime
experience, the pair were able to go out into
horrendous sea conditions to dump the
bodies of the family over board.

In the lady of the lakes murder in Cumbria, a
key piece of evidence used by Gordon Park

was the complex knots he used to tie his wife
Carol up with before dumping her body in
Coniston Water. The court heard that the
knots could only be tied by someone who
had previous maritime experience. 

tap into local knowledge
Mr Faulding also advises investigators never
to underestimate the value of house to house
inquiries and to make maximum use of the
knowledge of local people.

“Never discard people such as the old man
walking the dog, if he’s lived there for the
past 60 years he will know everything about
the area,” he explained.

“The public know the local area better than
anyone. Local children will know every well in
a wood or concealed area that even maps
might not show.”

Consider access points 
Another vital question to consider – how did
the suspect access the water? If he was a fit
person, he might have carried the body over
his shoulder and dumped it into the water.
Did he use a car and could he have easy
access to the water with his car?

One mistake murderers often make it not
knowing the local water and how deep the
levels are. If a body is dumped in water and
the levels fall then the body is going to be
exposed. 
If a body was dumped in a quarry, there
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might be a good chance the murderer knew
the quarry and the access points. Was it
someone who used to work at the quarry? Or
someone who had lived nearby all their life
and was familiar with the access points? Did
they have access to a boat? 

All these questions can provide vital clues to
both the suspect and the location of a
deposition site in water.

Cold cases 
The fact that the water preserves bodies and
objects means that investigators can discover
vital evidence of even cold case crimes.

“If a suspect tried to hide a weapon 20 years
ago then it is still there – it is not going to
disintegrate. Weapons, knives and even
shotgun cartridges are still going to be there.
Anything that is made of plastic or wood will
still be intact.”

Mr Faulding was called in to help police in
the case of missing man Damian Tudge who
disappeared without trace 18 months
previously. His team conducted a search of

the River Severn and found his preserved
body still in his car. The windows were closed
which help protest the body from crayfish
and other marine life. A coroner ruled that he
had killed himself.

High frequency Side Scan Sonar technology
was used in this case as it is particularly
expert at identify objects such as bodies or
objects.

“If you are searching a large area of water
then the side scan sonar is perfect for this. It
sends sound waves across the sea floor and it
hits an object and creates a shadow and
produces a near perfect image that can also
be measured.

Mr Faulding currently provides diving
expertise to Surrey and Sussex forces as
they no longer have a diving unit.
Specialist Group International have been
carrying out police diving operations
since 1999 across the UK.

“There have been some underwater units
that have been scrapped and there are
very few in existence now. This makes it
more challenging for forces to carry out
underwater searches at a time when the
water is increasingly used to conceal
evidence of a serious crime or accident.”

Further information 
You can contact Peter Faulding at his
company Specialist Group International by
emailing
peter@specialistgroupinternational.com
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When US scientist Ria David of Cybergenetics
took to the stage to receive her P.O.W.E.R
Award from the Women in Bio organisation
recently – she was accepting the award of
behalf of the many female victims of sexual
assault that have achieved justice as a result
of her work.

The Women in Bio organisation is a national
science and technology organisation that
recognises the efforts of females working in
the field by presenting them with the
P.O.W.E.R Award.

Advanced
Together with her co-founder Mark Perlin, Ms
David has been pioneering an advanced
technology called TrueAllele that can analyse
DNA samples, particularly on those that are
too minute for other methods to return a
result. TrueAllele is an automated
computerised DNA interpretation system,
thought to be one of the most advanced in
the world. 

It is particularly expert at providing highly
intelligent and accurate analysis of mixed
samples involving more than one person’s
DNA. Cybergenetics is well established in the
US and has also worked with UK forces on a
number of successful major cases.

The reason Ms David received the P.O.W.E.R
award was for her work in bringing
perpetrators of serious sexual assault cases
against women to justice by using TrueAllele
to prove their culpability.

Funding 
An important development came following a
decision by her home state of Pennsylvania
to pass legislation to deal with a backlog in
sexual assaults. As a result, extra funding was
made available and there was a major local
impetus to try and tackle the worrying
backlog.

“I explained to the Women in Bio group that
it was extremely positive that extra funding
was provided for the sexual assault backlog.

A female scientist in the US has been recognised for her
work in using innovative DNA technology to help police
convict perpetrators of serious sexual assaults. Carol
Jenkins talks to Ria David from Cybergenetics.

DNA Doyenne
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However, when the rape kits are processed
and you have the DNA data you hit the usual
road blocks around the fact that laboratories
cannot necessarily interpret their data.”

She explained how futile the exercise would
be as many cases would have stalled at the
analysis stage and not produced useful
identification information. 

“What we were seeing is there was a lot of
public funding going towards processing
these rape kits but you are still only half way
to solving the problem.”

Concern
The Women in Bio organisation was
concerned about this situation and began a
dialogue with the Allegheny County District
Attorney Jan Necessary, a local leading
sexual assault prosecutor to discuss their
concerns.

DA Necessary had previously used the
TrueAllele technology in the successful
conviction of a repeat sexual offender. 

Since then Cybergenetics has built up an
expertise in using TrueAllele in a number of
complex sexual assault cases including local
incest and molestation cases involving
children.

“In cases involving sexual assaults against
children, it is vital to be able to present
robust DNA evidence as children and
teenagers are often not your best witnesses
on the stand,” said Ms David.

objective
Cybergenetics is also proud of the fact their
technology is the only technology that is
completely objective which means that when
included in a sexual assault case it makes for
compelling evidence.

“There is no risk of personal interpretation or
cognitive bias due the fact that you put the
data and it doesn’t care or discriminate the
data. You don’t manipulate it or change it at
all. There is no threshold so it uses all the
data and the information that’s there.”

Ms David feels strongly that using such
robust DNA technology is helping provide a
voice to victims who have often undergone
shocking attacks by increasingly violent
offenders.

Convictions 
In one case on the West Coast, a man was
targeting immigrant women and their
children and carried out a number of horrific
attacks on them. TrueAllelle was able to
identify a very small amount of DNA
evidence that tied him to a crime scene and
he was convicted at court.

Ria David (second from left) holds 
the City Council proclamation. 



In a case on the East Coast in Baltimore, an
offender was targeting alleged prostitutes
because he knew there would be an issue
around consent.  The man’s efforts were
becoming more audacious and he went onto
rape a teacher who proved to be a more
credible witness and the DNA evidence
provided by Cybergenetics corroborated her
story which resulted in a successful
conviction.

“These are examples of serious crimes where
our DNA interpretation was central,”
explained Ms David.  “None of the other
approaches could interpret this complex level
of DNA.”

Compelling
In the UK,
Cybergenetics
worked with
Hampshire Police
in 2014 to provide
DNA evidence to
prove that Stuart
Burton dubbed the
‘New Year rapist’
carried out an
attack on a woman
in a local park.
Burton and 12 others were found in a search
of the National DNA Database. 

Previous attempts to analyse a trace amount
of semen from a swab proved inconclusive.
As a result of the compelling DNA evidence
against him, Burton pleaded guilty and was
sentenced to 12 years in prison. 

TrueAllele has also been used to help
exonerate two men in the US in Indiana who
have been jailed, one for 24 years and one
for 17 years, for their false implication in a
vicious sexual assault.

Cybergenetics was able to demonstrate
through TrueAllele that their DNA was not in
the mixtures found in the evidence from the
crime scene. 

The reason for the mix-up was due to the
fact a lab had to find the DNA of all five

people who were thought to have been the
perpetrators. It was unable to separate minor
contributors to the complex mixtures.
Cybergenetics could not only separate out
those mixtures, it was able to show that three
of the contributors shared a lot of their DNA
and were probably brothers.

“We are increasingly finding cases like this
where labs are unable to interpret or identify
the contributors in a three or four or even
more person mixture. They don’t even see
there is a third or fourth contributor so the
worry is that they could be targeting the
wrong person.”

Justice
Looking to the future, Ms David says the
company is determined to continue to
develop its expertise in serious sexual assault
cases and to provide justice for more victims.
There are plans to develop the TrueAllele
technology even further and make it even
faster and more efficient.

“My message to women in the US and UK
where incidents of sexual assault are still low,
is not to be ashamed and to think that the
best thing to do is to go home and shower
and remove the evidence. I want to stress
that information is power, this information is
your strength and your way to fight back and
ensure justice is done.”

Stuart Barton

For more information visit 
www.cybgen.com

or email: info@cybgen.com
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vera Baird, the first female chair of the
Association of Police and Crime
Commissioners and PCC for Nothumbria
speaks to the investigator about her
current role. 

What do you consider your main role as
chair of the APCC to be? What are the
main challenges?
I am working hard to ensure that the APCC is
recognised as a body with the ability to
influence and make changes.  We have 43
democratically elected police and crime
Commissioners across England and Wales
who are doing great work in their
communities.  

We need government to continue
recognising the importance of police and
crime Commissioners and the voices they
represent.  I want to keep bringing together
all PCCs as one, irrespective of their political
beliefs to show that the initiatives that we are
implementing have a positive effect.  We
have a wealth of experience that Parliament
and government departments can call upon.

What do you hope your legacy will be as
chair of the APCC?
That people recognise the APCC as the
expert body for police governance, that we
have even more influence on national
decisions.

Could you give an overview around how
PCCs and the APCCs is involved in the
criminal investigation process? What do
you consider your main role to be?
Police and crime commissioners have no role
in criminal investigations which are
undertaken by police forces – this is clearly
set out in statute and remains under the
remit of the chief constable.

However, as police and crime commissioners
we can establish local initiatives to ensure
criminal investigations have been carried out

properly. In
Northumbria, I
established a rape
scrutiny panel.  

The development of
the panel was a key
priority in the
regional Police and
Crime
Commissioners
Violence against
Women and Girls Strategy, and it provides
independent oversight of rape investigations
in Northumbria to identify best practice and
opportunities for improved working practices
adding transparency to the investigation and
ultimately improving conviction rates.

The Panel considers whether the service
provided to victims is the best it can get with
the aim of giving more victims the
confidence to report rapes, knowing that
they will get the support they need to go
through the criminal justice system with aim
of bringing offenders to justice.

I also work with recruited and vetted
volunteers as part of the Court Observers
Panel which observe rape and some sexual
abuse trials at Newcastle Crown Court, it
aims to increase the understanding between
the courts and victims of abuse in the hope
of building confidence to report rape and
sexual abuse, and unpinning criminal justice
processes where necessary.

The role of the panel is to collate and publish
their observations of how the cases are tried
to see how well the courts are working to
improve the trial of sexual offences.  This
includes considering whether a victim is
provided with appropriate support in court
and the use of myths and stereotypes about
rape and abuse rather than focusing on facts.

how important is it that the process is
transparent but also supports the Sios
and investigators who often do a really
hard job?
As mentioned all operational issues fall
under the remit of the Chief Constable.

Vera Baird

Community
Commissioners
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Let The Investigator 
run a learning day in your 

force or region for 
a fraction of the cost!



The Investigator is offering forces and regions a cost effective way of attending

our CPD conferences by hosting one of our events either in force or as a region

for as many of your staff as you’d like. 

We have organised more than three hundred conferences and have a

reputation for our top quality speakers, commitment to CPD and life-long

learning and to organising professionally-run events.  However, we accept that

budget constraints and pressure on abstraction rates might mean your officers

are missing out on our conferences/training events.

Book us to run an Investigator learning day in your force or region and for

one flat fee we will:

• provide the expert speakers – they will be guaranteed national     

experts in their field

• devise the itinerary

• run the day for you and make sure it keeps to time and is professional

• liaise with the speakers and pay their costs

All you have to do is choose the subject matter, provide the food and the

venue and as many staff as you wish. Here are some suggested topics, but

we are open to suggestions and can guarantee we can organise a learning

day in any subject relating to criminal investigation so please ask us today:

• ABE uncovered – witness interviews

• Prosecuting rape and sexual offences

• Investigative interviewing – suspect and witness

• Scene management

• Court Room skills

• Investigative Skills

• Investigating crimes including domestic violence, drugs, rape, fraud, 

economic crime, child crimes

• Cyber crime

• Forensics and digital forensics

• Open source

• Covert internet skills

• Or any specific area of you choice

Why not make Investigator learning day a regular training event? Share the

cost with your region and you could see your workshop/training costs

dramatically reduce.

For further information contact The Investigator Conferences on:

Tel: 0844 660 8707 or email: info@the-investigator.co.uk

RuN AN INVESTIGAToR lEARNING

DAy IN youR foRcE oR REGIoN foR

A fRAcTIoN of ThE coST!
• less travelling • No hotels

• Reduced cost per head • less time away from force

• Bespoke training • No arrangement time
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Forensics Europe Expo: the event where
forensic technology comes alive
3-4 May 2017, olympia, London
www.forensicseuropeexpo.com

Now in its fifth edition, Forensics Europe
Expo (FEE) has established itself as the must-
attend event for any professional tasked with
sourcing the latest forensic technology. 
The event attracts companies from around
the world who are at the forefront of forensic
innovation. Whether your involvement lies in
digital forensics, forensics analytics, forensics
laboratories or scene of crime equipment,
Forensics Europe Expo will be your
destination of choice to learn about and the
latest technology.

The show will once again be supported by
the Home Office and is firmly aligned with
government's vision for forensic science in
the criminal justice system.

Calling all Crime Scene investigators
Forensics Europe Expo is the ideal place for
scene of crime officers and police
procurement professionals to learn about the
latest crime-solving technology. 

At the 2016 show, Italian IT Company,
SecurCube were proud to demonstrate a new
version of the BTS tracker, a hardware

module to survey the cell towers’ coverage at
a crime scene. Past exhibitors have also
included Tetra Scene of Crime, Gryffeye
Technologies and Hobbit Imaging Solutions.
Other exhibitors included West Technology
Systems Ltd, who demonstrated the
Labconco Capture cyanoacrylate fuming
system for developing latent fingerprints
from crime scene exhibits.

Expanding Digital Forensics Zone
2017 will see the return of the increasingly
popular Digital Forensics Zone. In recent
decades, digital forensics has become one of
the hottest topics in the industry and is
expected to grow 125 per cent by the year
2020. With cybercrime and mass digital
attacks becoming more frequent, learning
how to combat these attacks in critical. 

Law enforcement agencies will have the
unique opportunity to talk with leading
providers of forensic science equipment and
discuss what new products they can have in
their armoury in the fight against cybercrime
and international terrorism. 

Designed for learning: Free-to-attend
seminars
Each year at Forensics Europe Expo, there is a
highly successful free-to-attend two-day
seminar theatre located on the show floor.
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The Seminar Theatre at FEE allows leading
suppliers and experts to share industry
updates, exclusive case studies, and product
demonstrations to help you keep up to date
with the fast paced industry. 

Learn from forensic experts about their
successes, challenges and lessons learnt to
improve your expertise and find out about
latest project efficiencies and investigation
skills to further progress your career.

Previous topics have included: “Fingermark
Vacuum Metal Deposition System for use in
Forensic Laboratories and Police Crime
Departments”, “Mobile Forensics: Challenges
in Obtaining, Analyzing and Applying
Evidence from Mobile Applications” and
“Using communications Data in Corporate
Investigations.”

Leading experts come together to learn
about the latest technology at premier
forensics conference
What sets Forensics Europe Expo apart from
any other forensics event is its high-level
education and learning programme. Taking
place alongside the exhibition will be the
two-day conference programme, organised
in collaboration with The Investigator. 
The conference is the ideal meeting place for
professionals to network, share best practice
techniques and discuss the most critical
issues facing the international forensics
landscape.

High on the agenda will be the subject of
digital forensics and the role forensic science
plays in combatting cyber-crime and mass
digital attacks. Complementing the Digital
Forensics Zone on the show floor, delegates
can look forward to an entire day dedicated
to the subject with speakers attending from
all over the world.

In previous years, the conference has
attracted several high-level speakers
including Tom Nelson (Director, Scottish
Police Authority), Steve Horgan (National
Crime Agency), Dr Michel Smithius (Director
for NRGD Bureau and Secretary of the Court
Experts), Dr Ann Priston (Past President,

Chartered Society of Forensic Sciences) and
Professor Martin Evison (Director of Centre
for Forensic Science, University of
Northumbria).

Over a thousand delegates attended the
conference in 2016 with many visitors
coming from overseas. For more information
about the programme and to register your
interest, please visit
www.forensicseuropeexpo.com/conference 
3 leading events all under one roof
Forensics Europe Expo is co-located with
leading defence and security show, Security
& Counter Terror Expo. Over 9,000
professionals will attend the UK’s most
established event for security professionals,
many of whom have an interest in forensic
services and products. 

Also taking place alongside will be the
leading emergency preparedness, resilience
and response event, Ambition. Government
professionals, local resilience forums, fire and
police organisations discuss challenges
facing the EPRR community. 

Contact us to book your stand
Exhibiting at Forensics Europe Expo offers
businesses a unique marketing platform to
reach thousands of potential new customers.

“An excellent show with a high level of
contacts made on both days. A great
opportunity to meet existing customers and
meet new potential customers alike. As a
relatively new company it gave an excellent
platform to present our products and
solutions. We will be returning in 2017
without any hesitation.” Paul Butler,
Managing Director, ForenteQ Ltd.

To enquire about exhibiting and sponsorship
opportunities, please contact Rob Lozowski,
Event Manager, on +44 (0)20 7384 7835 or
visit www.forensicseuropeexpo.com/exhibit 
Register your interest and keep up to date
with the latest show developments.

To register your interest in the conference or
to attend the exhibition as a free visitor,
please visit www.forensicseuropeexpo.com/

www.forensicseuropeexpo.com/


Delegates attending the latest best practice
digital forensics workshop hosted by CCL
Forensics came from across the country to
attend the event. 

Representatives came from forces including
Derbyshire, Lincolnshire, Lancashire West
Midlands, West Mercia and Warwickshire as
well as the National Crime Agency and the
College of Policing. They were mainly from a

hi-tech crime background but some also
came from a wider digital forensics
background. 

Despite their diverse backgrounds – they
were all united in a number of current
concerns surrounding the use of digital
evidence in investigations. They took part in
lively debates throughout the day around
topics including triage and ISO17025.

Digital Dilemmas

hi tech Crime Unit professionals from across the country

came together at CCL Forensics for a best practice

workshop looking at the current challenges they face in

processing digital evidence. the investigator reports.
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Entitled ‘The Digital Forensics Lab of
Tomorrow – Tomorrow’, the day featured
some of the top CCL experts who work at the
cutting edge of digital forensics innovation.

innovation
Principal Analyst Alex Caithness showcased
innovation in complex data extraction. He
also spoke about Python - a scripting
language that is an essential item in a digital
forensic practitioner’s toolkit and ribbon - a
unique 'data exploration tool' specifically
designed to drill down into and explore data
within data.

There was also a presentation in innovation
in early case assessment that involved an
exclusive look at how CCL combine the latest
technology with in-house expertise to
provide early case assessment.

Demonstrations
A lively question and answer session
followed the presentations and the delegates
who work in a variety of hi-tech crime roles
shared their experiences and best practice. 

During the afternoon they were given
demonstrations on much of the technology
that was discussed in the morning session as
well as a tour of the CCL Digital Forensics
Laboratory – one of the most advanced of its
kind in the country.

Andrew Krauze, CCL Managing Director said
he was delighted by the fact delegates
seemed so engaged throughout the day.

“It was a really constructive day where we
were given the opportunity to listen to our
hi-tech crime colleagues and their
experiences. 

We shared many of their concerns and were
able to showcase some of our solutions that
we think would make a real difference to
common problems they are currently facing
such as huge volumes of data,” he said.

“We look forward to welcoming our SIO
colleagues to our event on December 13 and
hope to continue the constructive debate
even further.

Attend the next event 
The next workshop event is aimed at SIOs and looks at the challenge SIOs face in
dealing with huge volumes of digital data. It is being held on 13 December at CCL
headquarters in Stratford-upon-Avon and is free to attend. See page 40 for full details.

if you are a Sio and would like to book your free 
place then email dale@the-investigator.co.uk
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Digital Forensics providers are rising to
the challenge posed by burgeoning

levels of data by championing innovation.
the investigator talks to Andrew Krauze
of CCL Forensics about why research and
development is a vital element of his
business.

A phone call comes into the CCL Forensics
office in Stratford-upon-Avon, from a UK
police force that has an urgent need for
evidence to be analysed from the in-built
satellite navigation system of a suspect’s
vehicle.

The team have built up an expertise in
analysing complex satellite navigation
systems and two experts are duly despatched
to the force to analyse the vehicle.

They managed to extract 200 GB of data
from the disk drive within the vehicle and
began a complex analysis of the data. 

It is the inbuilt systems that can often prove
the most challenging due to their proprietary
nature, but they do include possible vital
evidence, such as; blue-tooth devices
connected, text & email temporary files,
phone calls, vehicle status logs, Wi-Fi hot-
spots, crash-data / telematics, calendar,
traffic info, apps notification & last place
parked, as well as journey details
programmed and un-programmed. 

This is just one example of the work that is
being conducted by CCL every day with

investigators who are involved in the most
serious criminal investigations.

It is this bespoke service that makes CCL
Forensics unique, according to Managing
Director Andrew Krauze.

“We see our role as providing the senior
investigating officer with a bespoke service
that they won’t get elsewhere. We specialise
in this high-end form of analysis that can
often prove invaluable to the SIO in a
complex criminal case.”

Challenges
He explained that his company prides itself
on staying ahead of the current and future
technological challenges in an ever-changing
digitally-driven world.

“Every single day there is new technology
being launched that presents new challenges
to the investigator, plus there are now three
million apps between the two major app
stores, and that number is growing by the
day,” he said.

“The difference between us and standard
digital-extraction software products, is that
we can be more agile to react to new devices,
versions and apps. The standard tools do
their job very well; we provide a
complementary, bespoke extraction service. 

Unique scripts
The company has an enviable library of 1,300
unique computer programs (known as

Tomorrow’s World
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scripts) that its experts have written to
enable the analysis and interpretation of data
from an array of digital devices. If the experts
are presented with a new device or App that
they haven’t written a script for, they will
create a new script from scratch.

This library is now being made available to
forces for the first time; so the scripts can be
consumed on an ‘as-required’ basis.

Commitment
This is an on-going commitment of research
and development, that is a ‘golden-thread’
through everything our digital forensics
analysts do in their daily jobs.

“Research and development is central to
everything we do as a company. Our analysts
spend at least 20 per cent of their time
conducting research projects. We also have a
core R&D team to support customer driven
operational demands.” Explained Mr Krauze.

“The research and development team
conduct bespoke projects that are paid-for
by the client to meet a select problem or
need. It’s an exciting area that is evolving all
the time. 

The fact that we work with such a broad
client basis from across the law enforcement
and government arenas means we have built
up a real expertise that you won’t find
elsewhere.”

Data volumes
The recent HMIC report into police efficiency
that looked at the fact, police forces are
‘’drowning in digital data’’ particularly
resonated with Mr Krauze.

“We have listened with interest at the
comments made by the HMIC about forces
drowning in digital evidence and we know
from our conversations with SIOs and hi-tech
crime staff around the country that this is
becoming a worrying reality.”

Mr Krauze said he sympathises with hi-tech
crime units who are being limited in the
scope of the work they can conduct, partly

because of spending cuts and compounded
by compliance with ISO 17025 which is
taking up valuable police resources across
the country. 

This means that SIOs might be presented
with a huge volume of digital data to
analyse, that would have been traditionally
done by the HTCU or an external partner
using forensics tools. Officers are left to
wade-through this data, which can be either
massively time consuming or simply
impossible.

One solution to the growing volume and
complexity of digital data is being developed
by CCL Forensics. It uses technology from
Nuix to create a platform to process and
interpret huge volumes of data in a
meaningful and accessible format that is
quick and easy to use by investigators; more
importantly it can be made available to
multiple concurrent investigators and can be
securely web-enabled. 

“The problem at the moment is the SIO is
being presented with potentially tens of
thousands of emails, spreadsheets, PDF’s,
accounting system data output, Apps output
and images that are impossible to make
sense of without appropriate analytical and
investigative tools,” said Mr Krauze.

“The Nuix solution is being showcased at a
free digital forensics workshop for SIOs that
is being held on December 13th  2016 at CCL
headquarters at Stratford-upon-Avon. All
SIOs are welcome to attend by emailing
dale@the-investigator.co.uk to secure your
place.

Future 
Looking to the future, Mr Krauze predicts that
as volumes of digital data increases, research
and development will become all the more
vital. He is keen to hear from any force that
wants to find out more about CCL’s expertise.

You can contact him or the team 

by calling +44 (0)1789 261200

www.cclgroupltd.com



Acyber fraudster who dodged computer
restrictions has been sent back to

prison. the National Crime Agency has
continued with its proactive stance
against cyber criminals by securing a six
month sentence against a cyber criminal
who was found with a computer despite
having previous restrictions placed on
him not to own a computer. 

Jay Moore, 26, from Cromhall,
Gloucestershire, was sentenced to six months
at Bristol Crown Court, while a forfeiture
order was issued for the computer.

As well as failing to declare the laptop,
Moore had use of three virtual private servers
(VPS) – in effect giving him access to three
further computers – and used software called
CCleaner to erase data on the laptop’s hard
drive.

Moore’s Serious Crime Prevention Order
(SCPO) was due to run for the maximum-
allowable five years. Imposed on his release
from prison in 2013, it restricted his use of
computers, mobile phones and bank
accounts, banned him from carrying more

than £5,000 in cash and required him to tell
the NCA about his computer use and
ownership.

Search
Border Force officers who searched Moore on
behalf of the NCA at Heathrow airport on 29
January 2016 found him in possession of the
Dell Windows 10 (Pro 6.3) laptop as he
queued to board a flight to Dubai.

The NCA confirmed that Moore had not
declared the computer and it was seized and
examined by NCA officers when he returned
to Heathrow on 7 February.

When questioned, Moore, who committed
the breaches while on holiday in Dubai, at
first, claimed the laptop belonged to
someone else before admitting
responsibility.

Mark Morrison, of the NCA’s organised crime
command, said: “Serious crime prevention
orders such as Jay Moore’s are put in place to
make it harder for criminals to commit
further offences and also to make sure any
criminal associates of the offender want

Cyber Successes
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nothing to do with them once they’re
outside.”

He said that Moore had the smarts to take
part in a fraud worth almost £27million, but
not to do the right thing afterwards and
comply with the conditions of his order. 
“If he’d declared the laptop and used it
properly he’d still be a free man.”

Moore was first jailed in 2012 after admitting
12 offences related to the bulk sale of credit
card data.

Using an online pseudonym, ‘t0pp8uzz’, he
had set up a website called Fresh shop as a
marketplace for the sale of data stolen by
him and others.

In a separate cyber success, the National
Crime Agency arrested 14 people on
suspicion of offences including laundering
stolen money for international cyber
criminals.

The group is suspected to have laundered
more than £11 million stolen using the
Dridex and Dyre streams of malicious
software (malware). NCA officers believe the
malware was developed and deployed by
skilled cyber criminals in Eastern Europe.

The malware infects computers when the
user receives and opens documents in
seemingly legitimate emails, enabling
criminals to gain access to their bank details.
Investigators allege that the money would
then be dispersed in smaller amounts to
other bank accounts in the UK and in Eastern
Europe.

Those arrested are suspected to have
laundered the criminal profits through
hundreds of accounts at various UK banks,
using false identity documents and ‘money
mules’ recruited and controlled by the crime
group. 

The operation was led by the National Crime
Agency, which deployed 160 officers and
executed 13 search warrants. The NCA was
supported by police officers from the

Metropolitan,
Northamptonshire,
West Midlands, and
Essex forces, along
with Regional
Organised Crime
Units and
Immigration
Enforcement.
Representatives from
Moldovan and
Romanian authorities
were also present.

Thirteen men and a
woman, aged between 23 and 52, were
arrested, including a number of foreign
nationals. Twelve men and the woman were
detained in London, with the remaining
arrests taking place in Daventry and West
Bromwich.

Officers seized quantities of cash, as well as
electronic devices including computers and
mobile phones, which will now be subject to
forensic analysis by the NCA’s National Cyber
Crime Unit. Multiple false identity documents
were also recovered.

Mike Hulett, Head of Operations at the NCA’s
National Cyber Crime Unit said:

“Cyber crime is an increasing threat in the UK
and internationally, which the NCA is
determined to combat at every level. The
malware utilised in this case hits small and
medium sized businesses particularly hard.”

He said that ‘those responsible for writing,
developing and deploying malware code also
rely heavily on other organised criminals like
money launderers, and their fraudulent
proceeds can then be used to fund other
criminality.’

“The NCA has had tremendous support from
colleagues across law enforcement and the
banking industry, to close down this money
laundering network. Together we have made
a hole in the system which will cause
significant disruption to other organised
criminals.”

Jay Moore
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