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The police service has always had a bad press in relation to its alleged

inability to embrace change. 

History has been littered with criticism by the uninitiated around the

fact the service is too hampered by tradition and hierarchy to make

real and lasting change.

Behind the veil of this keenly-pedalled dogma, there is a police service

that has been faced with nothing but change over the past twenty

years and in my opinion has continued to rise to the challenge. 

This change has been predominantly driven by external demands

from government, mainly around dwindling budgets and the pressure

to do more with less; the fact that technology has revolutionised our

lives beyond recognition and led to a culture change in the way crime

is committed and investigated is another important driver for change. 

Our latest issue demonstrates that the police service – in particular

the area of criminal investigation is rising to both these challenges

with great aplomb. The lead article that focuses on the work of the

Met’s Homicide and Major Crime Command demonstrates just how

pressurised the role of the SIO has become. It is a role that is

constantly evolving and changing as investigators work hard to stay

one step ahead of the criminals and grapple with often competing

demands.

The success of the Met’s Homicide Major Crime Command is

testament to its head Det Chief Supt Duthie. Despite the fact he has

30 years’ service under his belt, he prides himself on being relevant

and in-touch with his staff and the modern-day policing challenges. 

He spoke to me about the importance of all forces sharing best

practice through national and regional working groups. The Homicide

Working Group is a great example of where a national organisation

can help disseminate best practice and provide support to both forces

and individual officers. 

Despite the importance of embracing change, there is always the

danger of instigating change for changes sake – so it’s vital that any

changes are considered carefully and are not a knee-jerk reaction.

In this ever-evolving world, I would suggest that the police services’

ability to embrace change will become all the more important in the

coming years. 

I will sign off by quoting the wise words of playwright George Bernard

Shaw who said that ‘progress is impossible without change and those

who cannot change their minds cannot change anything.’
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The job of head of the Met’s Homicide and
Major Crime Command is one of the most
high profile and challenging in policing.
Carol Jenkins talks to Det Chief Supt Michael
Duthie about his role. 

The modest office in an unremarkable
building in South West London belies the
magnitude of its inhabitant’s very important
job in the world of criminal investigation. 
To the uninitiated, it’s just another office. 

There are five pieces of fruit on the desk –
indicating that this person is committed to
getting his ‘five a day’. Given the enormity of
his role, I wouldn’t be surprised if he’s
harbouring at least three Shredded Wheat
under this desk to help him get through each
day.

Indeed, the man sitting behind the desk
looks relaxed and comfortable to be talking
about his job which is arguably one of the
most high profile and politically sensitive in
policing. 

His staff officer enters the room and dutifully
delivers his coffee before shooting a look at
the fruit and then asking him laconically ‘do
you want biscuits with your fruit?’!
It’s only then that you get a glimpse of the
humour that I think makes senior
investigators unique and very likeable. 

The interviewee in question is Det Chief Supt
Michael Duthie, the Head of the Met’s
Homicide and Major Crime Command.

Remit
The remit of the command can only be
described as eye watering and it’s clear to
see that this job is not for the faint hearted.
As well as having overall responsibility for
the investigation of murder, manslaughter
and infanticide, he also oversees the
investigation of linked series rapes, death in
health care, death as a result of health and
safety and any inquiry that is beyond the
capability of local policing. 

His command also takes in the investigation

Dial Met for Murder

The job of head of the Met’s Homicide and Major Crime
Command is one of the most high profile and

challenging in policing. Carol Jenkins talks to Det Chief
Supt Michael Duthie about his role. 
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of high risk missing persons where there is
evidence they have come to harm, disaster
victim identification, family liaison, politically
sensitive inquiries and coroners. The
command also encompasses a team of 140
staff who are investigation non recent child
abuse cases as well as a team of 30
investigators who are responsible for
unsolved crimes. 

Links
Whilst, he admits his Mastermind specialist
subject won’t be to remember the names of
all of his 900 staff, he does pride himself on
maintaining close links with his five
superintendents who oversee the staff and
he tries to stay as operational as he can.

“I’ve been successful because I’ve always
recognised the importance of valuing my
team and of using the expertise of those
around me,” he explained.

“Having said that I realise what an important
job I am doing and that the buck stops with
me. For me personally that pressure has
given me a lot of focus and it helps me
perform at my best.”

Driven 
Det Chief Supt Duthie is no stranger to big
jobs. Prior to his current role he has been
head of the Rape Command, the Head of
Human Trafficking as well as Clubs and Vice.
He has notched up an impressive 30 years
service and admits he is as enthusiastic and
driven as the day he first joined up. 

Despite this impressive pedigree he insists
that as a young boy growing up as one half
of a twin as part of a close knit family in
Manchester, he had no desire to join the
police. Like all of the most successful senior
police officers I have interviewed, he insists
he ‘fell into the job’. 
“I decided to join as a cadet after
overhearing someone else at college remark
they were going to join the police. I don’t
come from a policing family and I had no
real ambition to join the job,” he explained.

“That all changed when I was accepted as a

cadet and I went and did my training at
Hendon and right from day one I was really
focussed on the doing the best I could at
everything and that focus has stayed with me
today.”

Career
A rapid rise through the ranks ensued and he
took on a variety of uniform roles becoming
a sergeant just six years later. Much of his
career has been based policing the South of
London and he has worked in almost every
uniform and non-uniform role you can think
it.

However, it was the six years he spent as an
SIO in the Homicide Command that has been
the best training for his current role and one
that has left an indelible mark on him. 

“I remember first being promoted to SIO and
I took over my new team on a Monday
thinking I would take a couple of weeks
getting to know my team and ease myself in
gently,” he told me.

“On the Thursday there was a murder in
Croydon town centre where we had the
whole town centre cordoned off so it was a
pretty big deal. As I was now the SIO I had all
the responsibility.

“It could have gone one of two ways and I’m
pleased to say I didn’t sink I swam. The secret
to swimming is relying on your team of
experts, your crime scene managers, your
interview co-ordinators and your exhibits
officers.”

“These are the people you can go to and ask
‘what are my options here?’ Having said that
you are always acutely aware that the buck
stops with you and you have to make all the
decisions and have the final say. I have come
to accept that you will get the flack if things
go wrong and your team will take the credit
if things go well I’m OK with that – it goes
with the territory.”

Qualities
When asked what he believes to be the main
qualities of a good SIO he emphasises the

Dial Met for Murder
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importance of being a driven, problem solver
who is ‘up for a challenge’. 

“A good SIO is inquisitive, intelligent,
analytical and a strong decision maker.
People who struggle as SIOs are the ones
who make a decision, then change it, then
change it again,” he said. 

“Being an SIO can be career enhancing and it
can be career ending. All the SIOs I know are
totally committed to their jobs. When you are
an SIO you’ve got such a massive
responsibility because who else is going to
get justice for the deceased or their family or
the wider community?”

Homicide
Despite having overall responsibility for the
investigation of the bulk of the major crime
in the Met – Det Chief Supt acknowledges
that it is homicide that is the most high
profile and challenging.

Investigating murder in the Met is a serious
business. There are 18 murder teams in the
force each headed up by a DCI. There are on
average a hundred murders across the entire
force area a year – a figure the force points
out is low for a city the size of London. 

There are no particular trends in cases and
crime levels are a complex and arbitrary
picture. In 2014 the number of murders was
at its lowest for 40 years but the following
year figures increased by 25 per cent. The
detection rate is over 90 per cent and the
conviction rate is 85 per cent. 

Scrutiny
Crime figures aren’t the only challenge.
Investigating murder in one of the most high
profile capital cities means investigators are
open to scrutiny for every action. 
Det Chief Supt Duthie admits it can feel a bit
like working a gold fish bowl but that he
thrives on this accountability. 

He admits that London is a complex city to
police with its cultural mix that is home to
a number of diverse communities.

“London is unique in that you have massive
areas of depravation sitting next to extreme
wealth. If you look at Notting Hill where I
worked as DI, you’ve got some of the poorest
wards in the country sitting next to some of
the richest properties,” he told me.

“There is also the challenge with newly
emerging communities. If there is a crisis
anywhere in the world, generally people
come to London before they go anywhere
else. You sometimes experience difficulties as
people often don’t trust the police and it
takes time for us to break down the barriers.”

As well as this, London is a transient
population where people are constantly on
the move. It is home to the Houses of
Parliament, Heathrow airport – the busiest
airport in the world and is home to 24-hour
rolling media. 

Accountability
As an SIO working in the Homicide
command, he experienced this scrutiny at
first hand as the lead on the New Cross
double murders in June 2008. The case
involved the murder of two French students
Laurent Bonomo and Gabriel Ferez. They
were brutally stabbed to death by Daniel
Sonnex and Nigel Farmer who were found
guilty of the murder at the Old Bailey a year
later. 

Farmer was ordered to stay behind bars for at
least 35 years. Sonnex should have been in
prison at the time of the murders but had
been set free due to an administrative error. 

This caused a public outcry and the then
chief officer of London Probation resigned
after an investigation was held into why
Sonnex had not been recalled to prison. The
then Home Secretary Jack Straw apologies to
the families of the deceased and the case
made headline news across the world.

As the SIO, Det Chief Supt Duthie,
experienced the impact of the fall out at first
hand, even though the police successfully
investigated the case. 
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“This was definitely one of the
biggest cases of my career and
one that really brought it home
to me the importance of the
SIO being accountable for his
or her actions,” he said. 

Unsolved
Despite his many successes, he
admits still ruminating over the
cases that remained unsolved.
One in particular involved the
murder of an elderly victim
where the accused was
acquitted. 

This case was an example of
just how important the role of
witnesses can be in giving
evidence. This can often make or break a
case. 

“We can have real problems with our
witnesses. There are some cases we deal with
where the victims and the community are
living right on the edges of society. 

They have issues around mental health and
homelessness. There could be cases where
we know that a witness is sober for one hour
a day so you’ve got to get them into court
for that one hour.”

He remembers one of the hardest aspects of
his role as an SIO but perhaps the most
important is going to meet the families of
the victims. 

“I would always sit down with a family and
tell them I will give them my commitment
that I would do I will give you my
commitment and I will do everything I can to
bring to justice whoever has done this
horrible thing to your loved one.”

He acknowledges that murders are some of
the most challenging crimes both personally
and for the organisation.

“Every murder is a tragic waste of life. If you
get a case where a 16 year old stabs a 14
year and kills him then so many people

suffer. Both families are destroyed and the
wider effects to the community are felt for
some time.”

Legacy
As an officer with 30 years’ service Det Chief
Supt Duthie points out he could technically
retire in six weeks but he says he has no
intention of doing do. I ask him what success
looks like in his current role and he tells me:
‘I want to continue to help the Met improve
the way it responds to homicide
investigations and solve even more cases.’

“This goes far beyond my personal pride –
it’s about wanting to give a hundred per cent
to helping do the right thing by victims and
their families. I recently met the grandfather
of Ellie Butler who was murdered by her dad
Ben Butler who was convicted in July this
year.

“Meeting Ellie’s grandfather was one of the
most poignant moments of my career. I met
him with the Commissioner and all he
wanted to do was say thank you to the
officers in the case for their hard work and
professionalism; he couldn’t be more
appreciative.

“To me – this is what doing my job is all
about.”

Det Chief Supt Michael Duthie
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Experts at Foster + Freeman have stepped
back in time to Ancient Egypt to gain
inspiration for their latest innovation which
promises to radically transform the analysis
of fingerprint on challenging surfaces. 

They have developed a mineral pigment
based powder called fpNATURAL 2 that
comprises of Egyptian Blue, also known as
calcium copper silicate or cuprorivaite. 

It is best known for its use in ancient
Egyptian artwork found on statues, tomb
paintings and sarcophagi. A bright blue
powder, when viewed in the visible spectrum,
Egyptian Blue exhibits strong Near-Infrared
‘fluorescence’ when illuminated with either
Visible or Near-Infrared light. 

Analyse
The main benefit of the powder is that is
significantly enhances the ability to analyse a
fingerprint by almost totally emitting any
background that can often make it difficult to
analyse the fingerprint. 

Dr Roberto King, who developed the
innovation, explained that despite the vast
quantity of fingerprint treatments currently
available, examiners continue to be
frustrated by the fact that certain
backgrounds prevent successful imaging of
fingerprints.

“Anything multi-coloured, with florescent
properties or indeed patterned surfaces such
as banknotes and reflective surfaces like
metals have always proved very problematic
for the examiner,” he said.

Evidence
“The Scottish Police Authority fingerprint lab,
for example, have seen approximately £12M
worth of paper currency pass through their
lab in the last 3 years. That is a lot of
evidence that could be potentially lost.”

While he acknowledged that limited research
has been conducted into the use of infrared
technology to analyse fingerprints, problems
arose in the fact that the materials were

Making a Mark
Scientists have devised an innovative new way of

analysing fingerprints on surfaces such as bank notes
and metal. Carol Jenkins reports. 
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extremely expensive, had high toxicity and
the fluorescent response was extremely
weak.

“Document examiners have been using
infrared imaging for a while. If you look at a
banknote or a sheet of typed paper in the
infrared, a lot of the inks disappear,”
explained Dr King. 

“At that longer wavelength you start to lose
some background. If you then relate that to a
fingerprint perspective, it becomes plausible
to consider the ability to overcome one of
the fundamental difficulties in fingerprint
visualisation, background suppression.”

Polymer
Traditional paper notes are extremely porous
and the amount of security features that are
embedded in the notes and the intricate
patterns on the background of a note make it
very difficulty to differentiate a fingermark
from the substrate.

The release of the new
‘plastic’ £5 note this
month marks a move
by the Bank of England
to move to producing
notes out of polymer;
the same difficulties exist with this surface as
their paper counterpart. 

The switch from cotton paper to polymer
banknotes brings to an end 320 years of
paper notes issued by the Bank of England
and is considered by the bank to be a vital
for maintaining confidence in the currency by
improving the security, cleanliness and
durability of banknotes.

Modern polymer banknotes were first
developed and issued as currency in Australia
during the late 1980’s, other countries that
have made the switch to polymer include
Canada, Romania, Malaysia, Israel, New
Zealand and Vietnam.

One of the primary reasons behind the
moved to polymer currency is security.
Banknotes printed on polymer incorporate
many security features that are not available
to paper banknotes, including see-through
windows, vignettes, shadow-images and self-
authenticating features such as metameric
inks or microprint that can be checked using
the transparent window as a filter or
magnifier.

Non-toxic
Foster + Freeman originally developed a
plant-based powder last year called
fpNatural 1 that is non-toxic and relatively
cheap to use. 

“The reason this worked so well is because
chlorophyll containing materials, such as
algae, absorb visible light quite readily. They
then emit that light in the near infrared part
of the spectrum. Despite this being a known
phenomenon, no one has thought to exploit
it in the way we have in the context of
fingermarks,” said Dr King, who has spent his
career specialising in fingerprint research –
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firstly at Loughborough University and now
at Foster + Freeman. 

“The irony is that fingerprint techniques
don’t get much easier than powdering. 

Although fingerprint powders are one of the
oldest techniques within the discipline,  they
are still one of the most effective processes,
especially on reasonably fresh marks.”

Background
The powder is more effective on marks that
are up to two weeks old and its success rate
in helping to cancel out disruptive
backgrounds has been impressive. This
success has now led to the experts to look at
how they could improve their already
impressive results even further. 

“We wanted to try and improve on our work
and look at trying to illuminate at a longer
wavelength. When you illuminate at a longer
wavelength you get less natural competition
on the background.”

They began using Egyptian Blue to develop
the second powder and their studies
revealed that it effectively gets rid of any
background colours which mean you get a
much clearer fingerprint. Egyptian Blue is a
naturally occurring mineral that is non toxic
and cost effective to use. 

Research
The experts have now published a paper on
their findings in which they explain just how
the powders have the potential to provide
fingerprint evidence safely and cheaply in a
way that was never possible before. Both
powders are being sold within the UK and
throughout the world and already the team
are looking at how it can progress its work
further. 

Dr King said one idea is to develop a wet
form of powder by adding a detergent
solution to form a paint-like substance
(known as a wet powder suspension).
Examiners would then paint the substance
onto the items and then wash the excess off
with water. This is more sensitive than

standard powdering and is ideal for older
fingermarks which again have traditionally
proved difficult to analyse using dry
powders. 

“What we are trying to do is produce a range
of tools for the examiner to suit different
surfaces and ages of prints. 

“People who work in the labs are smart
educated people and they appreciate the
blue sky approach. We are thinking a little bit
laterally but in a way that is not reinventing
the wheel - it’s trying to do something
different.”

Infrared
Dr King told us that the ‘whole notion of
looking into the infrared is very innovative to
most people.’

“We are offering them a totally different set
of solutions that we are going to continue to
develop over the next few years and continue
pushing the envelope with our research.”

The team has been working with the Bank of
England over the past year to look at how
the powders could work on the new £5
banknote.

“To our delight, both powders work superbly
well and we are in the process of talking to
the Home Office to write a further paper
detailing this work.

14
Issue 2 - 2016       www.the-investigator.co.uk

Rewriting the Script



15
www.the-investigator.co.uk       Issue 2 - 2016 

A
dedicated team of digital forensics
experts have devised more than
1,200 unique scripts that could hold

the key to help solving even the most
complex of investigations. Carol Jenkins
reports.

In an unassuming office situated at the heart
of Shakespeare country in Stratford-upon-
Avon, a clutch of digital forensics
professionals, are busy devising their own set
of scripts that are proving just as innovative
and forward thinking as the work of the
county’s most lauded literary son. 

The scripts in this case are unique program
that have been developed by the in-house
team at CCL Forensics; to analyse and
interpret digital evidence on devices with an
ever growing amount of apps and complex
data, in a more detailed and bespoke way
than conventional off-the-shelf digital
forensic tools.

Cutting edge
Richard Walker, the Manager of the Mobile
Device Laboratory at CCL Forensics, oversees
a group of analysts who examine, extract and
present data from a plethora of mobile
devices, tablets, satellite navigation systems,
SIM cards and memory cards to name but a
few. 

“Our work in devising the most cutting edge
scripts and programs, is integral to our

success in the lab because of how dynamic
the industry is becoming,” he explained.
“The rate at which updates to software and
applications are happening is increasing by
the day and often by the hour. Commercial
tools by their very nature cannot keep up to
date with the pace of change.”

This could prove limiting to an investigation
in circumstances where a new release of a
mobile phones operating system or apps are
used in a crime that is not supported or only
partially supported by the off-the-shelf tools.

off-the-shelf
His colleague Alex Caithness, a Principal
Analyst who is at the forefront of the current
innovation confirms this view.

“Off-the-shelf forensic tools are good at
doing what they say they can do, but the key
to our success is to understand at what point
they stop,” he said.

“There are some very good off-the-shelf
tools that we routinely use in our work but
what we find is that they will often extract a
lot of data without ever turning it into useful
information.”

Data volume
The availability of vast amounts of data can
be both the saint and the sinner of the
modern day investigation. While it does
create new evidential opportunities, it can

Rewriting the Script
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also leave the senior investigating officer
feeling bogged down and overwhelmed by
the sheer volumes of the data that is
available in each case. 

What the CCL team provides to investigation
teams is more bespoke intelligence led
information that can be of real value to the
case. They achieve this by adopting an
investigative mindset and by providing
intelligence within the context of each
investigation, rather than presenting the SIOs
with huge volumes of data per se. 

Specific search
One such example came with a recent
missing person’s case, where the team
analysed a mobile device to pinpoint which
social media sites the person had been
accessing as well as cached pages, maps and
general search history. Their search was
specific in that they wanted to prove the
location and whereabouts of the missing
person by tracking their social media activity.

They managed to determine that the person
was using Snapchat and Instagram and so
focussed on providing all the data from these
two applications to try and help the
investigator hone their search. 

“Our analysis has to be proportionate to the
requirements of the case and our focus is on
providing the investigator with low-hanging
fruit to enable then to prioritise their work,”
said Mr Walker. 

The team are taking this intelligent-led
approach a daring step further by developing
more than 1,200 unique scripts that CCL use
to provide bespoke intelligence to an
investigation.

Ribbon
One such innovation is called Ribbon – a
data exploration tool that enables experts to
drill down into data from an extensive range
of formats. This enables you to view all the
disparate sources of data onto one platform
and ensures a more co-ordinated approach
to the analysis and interpretation of digital
evidence.

Ribbon has been used exclusively within the
CCL laboratory over the past year and a half.
It is now being made available to forces and
other law enforcement agencies for the first
time for their in-house examinations. 
“The idea for ribbon came from the fact that
traditionally we have to view a lot of data
that comes in different forms,” explained Mr
Caithness. 

“What you end up with is this massive range
of data on different programs that we then
have to take and install on our machines.
This becomes unwieldy and time-consuming
and also has the potential to be very
complicated when it comes to our note
taking and keeping track of our activity.”
Ribbon ensures that the workflow is much
more streamlined and efficient. 

In terms of its development, CCL Forensics
will keep improving and enhancing the
functionality of ribbon. 

Mr Caithness said he was ‘excited that people
are going to get the chance to use it outside
of the company.’

“I think analysts will really enjoy using ribbon
and hopefully find it of value because it
brings them back in touch with the data and
lets them explore the data – something
which off-the-shelf tools don’t necessarily
always enable.”

Ribbon is just one of the numerous bespoke
technologies that are currently being used in
the company’s laboratory. One example of
another such technology is a collection of
scripts which have been developed and can
be used in indecent image cases to help
investigators determine whether or not an
individual sought out a specific website and
what steps they went through to end up at
the site. In cases where intent needs to be
proved then this tool has proved vital. 

Despite the limitations of some off-the-shelf
tools, CCL Forensics has worked in
partnership with Nuix to extensively use its
powerful software technology that can
analyse and interpret big data and provide
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the investigator with very specific and
targeted results; allowing for concurrent
review by multiple investigating officers to
provide a cohesive approach to an
investigation. Nuix technology is routinely
used in-house at CCL, who also provides
training to forces and other law enforcement
and investigative organisations who want to
use the technology themselves. 

Best evidence
While the experts acknowledge just how
important their research and development
work is, they explain that it is not carried out
just for the sake of it, their major focus and
aim is to provide investigators with the best
evidence. 

Mr Caithness cites one key benefit of
developing bespoke scripts is that it provides
ownership and a focus for the in-house team
that can have a real benefit to the quality of
their work.

“If you are dealing with a black box, then to
some extent you don’t necessarily know
what’s happening on the inside,” he
explained.

“It’s much easier for us to step into court and
say that ‘we know how this works; we know
this is right’ with one of our own scripts. As
we are doing this work day in day out then it
enables us to get a real feel for the data, to
get inside it and provide a rich intelligence
picture that we hope will be of real value to
investigators.”

Current challenges
The fact that criminals and the public in
general are becoming more savvy in terms of
their own privacy has presented new
challenges to the digital forensics community
as it has become more of a challenge to
access personal data. 

“Encryption is increasingly common which is
becoming a challenge for us as it is getting
harder to extract data out of device in a
useable format,” said Mr Caithness.

The team is rising to the challenge and are

developing an
expertise in
password
cracking and in
being able to
access data that
would otherwise
remain hidden. 

“Our work is not
just focussed on
trying to
brutalise a hash
until it gives up 
a password,” said
Mr Caithness.

“We take a much broader investigative
approach and work with police teams to find
out information such as a date of birth or
other personal and social details that could
have been  involved in choosing  a password.

“It is also worth bearing in mind that if you
find a password on a particular device then
this could also be used by the person as a
password on another device that isn’t as easy
to access. People are creatures of habit and
they often use the same password across
multiple devices.”

Future plans
Looking to the future, CCL are looking
forward and will continue to push the
envelope in terms of research and
development and digital forensics innovation
said Mr Caithness.

“We don’t look at research and development
as if it’s one department within the
organisation – it’s a much bigger thing
culturally for us as an organisation and we
hope that is reflected in the standard of our
work and of the unique expertise that we can
provide to investigators.”

For more information visit

www.cclgroupltd.com

or telephone 

01789 261200

Richard Walker and 
Alex Caithness
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A
n exciting cultural change in the
way digital evidence is used in an
investigation has developed over

the past decade with the introduction of
the Digital Media Investigator (DMI).
Carol Jenkins talks to the UK’s first DMI
about his work.

Digital Media Investigators (DMIs) are a
modern phenomenon that has transformed
the way digital evidence is interpreted in a
case. 

The majority of forces in the UK now use
DMIs in some way or another within their
investigations but the roll-out has been
intermittent and there has been significantly
different implementation methods across
regions or force to force.

The role originally developed as a result of
the need for policing to respond to the
recent threat of converging technologies,

recognising that the historical approach of
silo’d experts across the different digital
investigation and intelligence disciplines was
beginning to present significance challenges. 

Among these challenges included missed
opportunities due to a lack of
communication between the different
disciplines and an ever increasing demand
on an OIC or SIO running multiple cases to
recognise, action, acquire then analyse digital
evidence across each of the individual
disciples.

These challenges, combined with an
acknowledgement of the need for digital
skills and products to become mainstream
across the wider law enforcement community
demanded a drastically different approach
and the role of DMI emerged.

Examiner
Nick Curry is now the Digital Investigations

The DMI Effect
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and Training Director at Blue Lights Digital, a
company which specialises in providing
bespoke investigation services, intelligence
products and training back into law
enforcement. 

Mr Curry, thought to be one of the country’s
first DMIs, was working as a DC on CID at
West Midlands Police when he was selected
to be trained as a forensic computer
examiner to enable the force to carry out
digital examinations at a local level. 

He admits that at first the mindset of the
organisation was based around someone
examining as many exhibits as they could
possibly process before passing the data
onto somebody else to investigate with an
emphasis placed on volume rather than
quality due to an increasing demand and
awareness of digital forensic evidence.

“At the time I was working in homicide and it
was apparent that this volume approach
wasn’t working,” explained Mr Curry. 

“With the support of a very forward thinking
and open minded supervisory team, we
worked to re-engineer the role towards that
of digital tactical advisor who plays a broader
role in advising on the digital strategy from
the outset”, he explained.

“This changed approach meant that rather
than being task orientated, the role became
objective led working to understand the
investigative objectives of an SIO and then
providing advice and tactical options before
swiftly and effectively securing and
preserving best evidence.”

This approach began to deliver significant
result.

Momentum
As major investigation teams began to reap
the benefits of this approach in the force, it
was decided to train more officers in the role
and support a wider deployment. This
corresponded with the Home Office and
College of Policing beginning to developing
their own plans for Digital Media Co-

ordinators across the country and the
innovation began to gather momentum. 

In West Midlands, initially a total of nine staff
were appointed and they quickly established
themselves as a valuable resource working at
the very heart of an investigation to an SIO
providing digital strategy and leading on
digital investigation. 

This significant change in approach was
heavily supported by local existing digital
role profiles such as the Communications
Data Unit Manager who embraced the
change and worked to ensure the DMI role
was supported and integrated alongside
existing police specialisms and disciplines.

Mr Curry explained that the cultural change
that occured as a result of introduction of the
role should not be underestimated as in the
past an investigation was very rank oriented
and that the SIO would called the shots with
his or her staff in tow. 

“We fundamentally changed the way
investigations were conducted with the role
of the DMI because we began working
alongside the SIO providing expert advice
from the outright right the way through to
the court process,” he said. 

“It’s not just the SIO that is the customer; the
ultimate customer is the jury. It can be very
challenging to explain highly technical
information to 12 people who might have a
limited technical knowledge,” he said.

“It’s all about turning something that seems
complex into something that is relatively
simple when explained to someone who is
not an expert. If you can achieve that then it
demonstrates somebody who is good at
their role and really understands their work.”

Benefits
The most immediate benefit of using a DMI
will be instant time and efficiency savings as
a result of providing focus and an expert
strategy to an investigation from the outset.
However, the impact of the role is more far
reaching, believes Mr Curry.
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“When you have an expert in digital
investigation working alongside investigation
teams day in day out then you start to see
their knowledge, experience and mindset
spread almost by osmosis”, he explained.

Others around them begin to think in the
same way, recognise opportunities and
ensure the right questions are asked or
information captured at the first point of
contact to inform the experts and this is
where the real benefits begin to be realised.”

This introduction of a wider ‘digital cultural’
in investigations has never been more
important as the pace technology continues
to evolve at alarming speed.

Integral
The role of DMI has and continues to develop
and now DMIs are working as integral parts
of investigation teams in both major and
volume crime across the UK.

However, as every force is different and has
its own unique challenges, the role has been
interpreted and implemented very differently
from force to force. 

From the outset, two of the most
controversial and debated aspects of the role
were whether or not a DMI should be an
experienced investigator before being
eligible for selection and whether or not the
role profile should be a dedicated full time
appointment or if it can be successful when
implemented part-time alongside other
existing responsibilities.

Experience
Mr Curry explains that there is no right or
wrong answer and his view has changed
significantly over the past few years as he has
defined and promoted the role and
subsequently trained DMI’s and their
supervisors from different regions with
different backgrounds across the country.

At first, he believed that a DMI should be an
experienced CID investigator with
understanding of a complex investigation
process but his view has changed and he

warns against being too prescriptive about
the role insisting that a DMI has to ‘live and
breathe technology’.

“This definitely isn’t a nine to five job. A
successful DMI is someone who is constantly
researching the latest technology, scouring
the internet and other sources for the latest
trends to find out all they can about the new
technologies, devices and applications even
before they have been released,” he said.

“They then need to then consider the
opportunities this technology could present
to law enforcement and how can they exploit
it in a way that works for the betterment of
policing and the services it provides. 

Finding this person with the right attitude,
passion and and a continual desire to self-
develop is far more important than any role
or rank structure.”

At Blue Lights Digital, Mr Curry is now
putting his continually developing
experience to good use working in
investigative services with his team
supporting UK forces and agencies in
complex digital investigations. 

In addition he still regularly trains officers
and supervisors internationally on how to
recognise then exploit digital investigation
and intelligence opportunities and how to
maximise the role of DMI.

He can be contacted directly at
nick@bluelightsdigital.com



Atransnational team of experts are
helping investigators across the globe

to identify and solve online crimes
involving the Bitcoin virtual currency.
Carol Jenkins reports.

This month Europol voiced its concern that
digital currencies are ‘transforming the
criminal underworld’ and are now being used
to commit serious crimes online. 

As a result it announced that it was setting
up a working group to tackle the growing
scourge of money laundering crimes
involving digital currencies. Its aim is to
improve the international response in
identifying and tackling the alarming
increase in serious crime that is being
facilitated online by digital currency.

It is a powerful symbol of the growing
recognition among law enforcement circles
that virtual currencies are increasingly
fuelling some of the most serious online
criminality and that the problem will only
exacerbate.

In a statement released recently Europol

recognised that tracing assets transferred,
laundered, exchanged or stored through the
use of crypto currencies poses new and
distinctive challenges to investigators and
prosecutors, as does the seizure and
confiscation of the proceeds of crime in
crypto currencies.

Europol, INTERPOL, and the Basel Institute on
Governance recognise that Law Enforcement
Agencies worldwide could benefit from the
exchange of information and knowledge with
peers from other jurisdictions. 

Therefore Europol, INTERPOL, and the Basel
Institute on Governance established the
tripartite partnership on money laundering
with digital currencies.

Working in conjunction with the international
law enforcement communities are experts
from Elliptic who devote their time to
identifying illicit activity on the Bitcoin
blockchain and provide actionable
intelligence to financial institutions and law
enforcement agencies. 

The team also consider it a vital part of their

Criminal Currency
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role to identify key trends in criminality using
Bitcoin so that the intelligence can be used
by the law enforcement community. One
alarming trend is the increase of
Ransomware attacks using Bitcoin. Head of
Business Development Kevin Beardsley
explained that online crooks are beginning to
exploit the fact that they can illicit nearly
instant cash from victims and ply their
criminality anonymously.

“Ransomware as a crime is not a new
phenomenon, but previously criminals took
their ‘ransoms’ in the form of assets like pre-
paid debit cards,” he said.

“The problem is things like pre-paid
debit cards aren’t very scalable,
as it’s tricky to receive and
move the money. However,
Bitcoin has allowed
attackers to target a lot of
people simultaneously and
rapidly exchange Bitcoin for
traditional currency in any
number of currencies.”

Online crimes involving Bitcoin can be
complex and challenging for investigators.
Elliptic analysts can help identify victims and
determine just how widespread a particular
crime has become. 

“It is very unusual in ransomware cases for
there to be only one victim and one crime,”
explained Mr Beardsley.

“We can help investigators identify all of the
victims in a particular strain of ransomware
and also determine if it is connected to
another strain. It’s often the case that you
start off with one individual but if you dig
deeper you might uncover a large number of
other victims.” 

Mr Beardsley points out that illicit activity is a
small segment of Bitcoin’s broader use and
value as a payments system. In this sense
Bitcoin is no different from cash or wire
transfers. However, they recognize that
general awareness of Bitcoin and the ways it
can be used in criminality is still a real issue

and it sees a vital part of its role in helping
raise awareness. 

As well as raising general awareness, the
team are keen to reassure law enforcers that
crimes involving Bitcoin can be investigated.
Even though some criminals who might go
to great lengths to cover their tracks – they
can still make mistakes which investigator
can exploit.

“In our case we’ve either got the technology
that is better than the technology they were
using to cover their tracks or we capitalise on
their mistakes,” explained Mr Beardsley.

Crimes involving Bitcoin are divided into two
main areas – crimes committed by known

actors such as drug dealers or arms
traders, or crimes committed by
unknown actors such as ransomware
and theft. Elliptic can provide the tools
to assist in both of these areas and has
done so on frequent occasions.

Much of Elliptic’s work relies on co-
operation with Bitcoin companies. Mr

Beardsley praised the companies for playing
a proactive role.

“The industry plays a vital role in helping
identify illicit actors – it is definitely playing
its part.”

Looking to the future, Elliptic is working with
leading federal law enforcement agencies in
the US and Europe to develop technology to
help organisations carry out their own in-
house investigations. They are also keen to
continue to forge links with forces and other
law enforcement agencies and will still be
providing expert advice on individual cases.

Mr Beardsley will be speaking at a best
practice workshop on Bitcoin investigations
on December 6 at the Rothley Court Hotel,
Leicestershire. If you would like to attend the
event contact dale@the-investigator.co.uk

If you want to contact the team with any
investigation queries you can email
hello@elliptic.co

Criminal Currency
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Contact

US, toll-free: +1 866 448-2703

United Kingdom: +44 870 831-2983

Germany: +49 18054820050734
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The new buzz word in the police digital
forensic world is not actually a word – it’s a
series of letters and numbers – ISO17025.
The reason these particular letters and
numbers have taken on such resonance is
they will help bring about a radical change in
the way investigators process digital
evidence at every stage of a criminal case. 

Forensic Regulator Dr Gillian Tully is
responsible for setting forensic standards
and driving the implementation of new
digital forensic standards, accredited by
UKAS, which introduce quality frameworks to
continuously improve procedures for in-
house police labs and standardise the
processing of all digital evidence. 

The standards are in-line with guidance set
out by the Attorney General to ensure that all
digital evidence is robust enough to

withstand scrutiny in court and ensure justice
is safeguarded.

Milestones
Adoption of the 17025 standard is non-
negotiable and forces are now required to
pass a number of critical milestones in order
that they are fit for purpose to operate under
the new standard by 2020.

Deputy Chief Constable Nick Baker from
Staffordshire Police is the NPCC lead
responsible for ensuring these all important
standards are implemented across the
country. He believes the impact will be far
more wide-reaching than just the
introduction of a set of new standards. He
predicts it will help underpin the whole
context in which digital forensics will operate
in an investigation and help the police
service unify its approach to delivering early

Gold Standard
The introduction of new minimum standards promises to

radically change the police digital forensics landscape.
Carol Jenkins talks to the senior officers leading the
implementation programme. 
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evidence and improving public safety.

He explains that the standards are just part
of a ‘quite significant’ change across law
enforcement.

“The changes mean that in future we are not
going to define our policing response by
monolithic structures - it’s about improving
the quality of investigations by enhancing
local capabilities,” said Mr Baker.

“What we have recognised is that we do
need to define some sense of standards,
quality and the sharing of best practice – all
the elements that are actually critical in
helping define the operating model of any
organisation.”

Expert network
Working alongside Mr Baker on the work is
John Beckwith, Head of Forensics at
Staffordshire Police. Mr Beckwith has been
spearheading the setting up of an expert
network comprising force digital forensics
experts and quality champions across the
country to ensure that the implementation of
the standards is consistent and
proportionate. Other organisations including
regional crime units, counter terrorism units,
PSNI, Police Scotland, the military and the
Home Office are also actively involved in the
work.

“The risk with any standards is that it is
viewed that an external body is coming in
and trying to define the methods we use,” Mr
Beckwith explained.

“We were really conscious from the outset
that if we are to successfully implement the
standards then it is vital to ensure that the
work is service-led.”

Both officers have been impressed with just
how enthusiastically the police digital
forensics community has embraced the
challenge and galvanised into action.
Mr Baker admits in the past that policing has
sometimes been ‘very passive to its
challenges.’

“It’s been really impressive to look at how the
community has responded to the work and
to see just how positively they have grasped
the challenge and are keen to actually
influence where this goes.”

Mr Beckwith agrees and praised practitioners
for ‘taking control of the programme’.
“Once you lose the audience and
participation you are never going to achieve
the required standards.” “Our role is to
support and enable the programme
nationally”

Support
The programme of work has been broken
down into a number of key milestones which
each force is required to meet with support
from the expert network and the wider NPCC
community. Both officers are keen to stress
that forces won’t be left to meet the
challenges alone if they feel they need more
support.

The first milestone was reached by January
this year concerning the collection of
evidence from conventional hard drives. A
total of 98 per cent of forces have completed
that work and the remaining forces are being
supported.

There are further deadlines for October 2017,
October 2018 and the final deadline for
completion is 2020. 

They both acknowledge that time is tight and
there is no room for slippage. 

“We are really focussed on minimising any
natural slippage that you get when a number
of agencies are working together,” said Mr
Beckwith. 
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A toolkit has been designed for all forces to
provide them with expert advice on meeting
the standards and the expert network has set
up a number of work streams in conjunction
with experts including the Home Office
Centre for Applied Science and Technology
(CAST) in order to draw on the current
expertise that exists nationally. 

Processes
One of the most significant challenges the
police service faces in digital forensics in the
vast quantities of data it has to handle and
process and it is hoped that the standards
will help introduce more focus around how
to streamline this process to get the best
evidence to support an investigation. 

One example of better practice is in their
own force which is running a successful
operation called Safenet to crack down on
online criminals who are pedalling indecent
images of children. Officers analyse
computers, mobile phones and storage
devices at a suspect’s home during a raid to
ensure vital evidence is collected at an early
stage and processed rapidly. 

This has reduced the amount of devices that
are recovered by 76 per cent and the number
of exhibits that form part of subsequence
case reduced by 51 per cent. Delivering early
evidence in this operation since 2015 has
safeguarded a further 189 child victims and
significantly reduced judicial costs.

Radical
It is hoped that the standards will underpin

such initiatives and bring about a radical
change in the way the police service
processes all important digital evidence. 

Whilst he acknowledges the work around
implementing the standards does have a
financial cost at a time when budgets are
finite, Mr Baker believes that in the long-run
valuable time and money will be saved as
systems and processes are automated and
new ways of working become embedded
into core police business.

Another key challenge for the expert network
in helping implement the standards is
around the fact that the digital world is
evolving and a rapid pace and so this means
there is no room for complacency. The need
for agility cannot be underestimated. 
With this in mind, Mr Baker believes it is
critical for the police service as a whole to
embrace the standards.

“There has been a growing recognition in the
police service that digital forensics is now
our core business,” explained Mr Baker. 

“Every investigation has a digital footprint
and so it’s important we reconfigure the way
we work as the days where we are unable to
define our structure are long gone. 

“What we want to do is to bring the whole
concept of standards alive so that it goes
beyond merely ticking boxes. We want it to
be a live process that has been shaped by
practitioners themselves and I think the
benefits to us in years to come will go
beyond just having a certificate to display on
the wall.”



Bitcoin – investigating crimes involving
virtual currency – one day workshop

6 December | The Rothley Court Hotel | Leicestershire | UK

• Gain an exclusive  insight from a law enforcement perspective into the online world of
the Bitcoin virtually currency and the criminals behind the illegal activity

• One day workshop delivered by world leading Bitcoin experts from Elliptic who have
helped the FBI, Interpol and some UK forces solve complex investigations involving
Bitcoin transactions



The Investigator is hosting the latest in its
cyber crime series that looks at the Bitcoin
virtual currency and how it is used in some of
the most serious of crimes that are committed
online including drugs, theft, money
laundering and international arms trafficking.

Bitcoin is a form of virtual currently that has
been increasingly exploited by criminals to
carry out illegal transactions anonymously.
The fact that they can trade with relative
anonymity has made it a major challenge for
investigators to try and uncover the criminals
behind the illegal trading.

Our one day workshop is specifically tailored
to investigators and is designed to help you
investigate online crimes involving the Bitcoin
currency and maximise the investigative
opportunities.

The day will include:
• An introduction to Bitcoin, its history and its
uses both illegal and legal
• What is a Bitcoin address and how can
investigators use the address to uncover
criminals?
• What does a Bitcoin transaction look like? A
practical exercise will demonstrate this.
• What is a Bitcoin block chain?
• A look at the different types of Dark Market
places – delving in the murky world of the
Dark Web to uncover the illegal trading
opportunities that exist on this often
impenetrable section of the internet.

• A look at the types of crimes where Bitcoin is
used
• Case studies of ‘real life’ investigations from
both the UK and internationally.

Speakers
The day will be led by Kevin Beardsley and
Nathan Jessop from international Bitcoin
experts Elliptic. 

Elliptic is a unique organisation in that it deals
solely with Bitcoin offences and so has built up
an enviable expertise in this area. 

Experts at
Elliptic have
helped
hundreds of
investigators
and financial
institutions
worldwide to
trace illegal
Bitcoin activity and help uncover the criminals
behind the activity. 

They have been involved in solving crime
including drugs, theft, money laundering and
international arms trafficking. 

Together, Kevin and Nathan will provide
delegates with the benefit of their vast
practical experience in this area and are
available for more detailed training as a
follow-up from the workshop.

Who should attend?
The day is aimed at investigators of all ranks who want to develop and improve their
understanding of online bitcoin investigations as well as keep informed about current and
future developments in this ever evolving area.

Venue: Rothley Court, Rothley, Westfield Lane, Rothley, Leicestershire, LE7 7LG.  A discounted bedroom

rate is available at the venue for £74.00(this can be included on your invoice), please email us for details.

Details: Registration 9.30am, start time 10am, finish 3pm. Refreshments and lunch are included in the price

Cost: £195 for one delegate or two for £350 (Quote code BC001 when booking)

Booking: Please send the delegates name(s), email address and purchase order to 

info@the-investigator.co.uk or telephone 0844 660 8707 for further information. 

Payment can be made by debit/credit card.

The Investigator
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Anew mobile application dubbed an
‘expert in your pocket’ is providing

investigators with up-to-date knowledge
and intelligence around digital evidence
and cyber crime. The Investigator reports.

A unique mobile application that can be
accessed by frontline investigators in real
time is now available to police forces and
other law enforcement organisations.

Resource
Developed by Blue Lights Digital, a UK
company which specialises in digital
investigation services, intelligence products
and training, the resource contains a wealth
of information which can be used off the
shelf or can be bespoke to the individual
needs of an organisation. 

This ensures Discovery remains relevant to
investigators of all levels and technical
abilities.

“Our aim is to review all of the skills across
the specialist digital investigation and
intelligence roles, take what can be
mainstreamed and then converge this into a
single platform that is designed to give

frontline investigators an ‘expert in their
pocket’ explained Neil Beet, Managing
Director of Blue Lights Digital.

The product can be accessed offline, 24
hours a day. All the information is condensed
into what is most relevant within an
investigative context when needed most and
so that it has a real practical application for
officers.

Fast-paced
The fact that the content expands and is
updated on an ongoing basis ensures it is
relevant and enables users to be provided
with the most up-to-date information. 

It is widely acknowledged that one of the
main challenges forces face around digital
evidence is the fast-paced nature of change
across technology and the fact that new
devices, solutions and applications are
released on a rolling basis. 

Behind Discovery, the team at Blue Lights
Digital work to remain at the cutting edge of
emerging and converging technologies,
define the threats and opportunities
presented by each and then publish this

Voyage of Discovery
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knowledge into the application. 

“We aren’t just loading the system with
general information around digital and cyber
crime like we have seen elsewhere” said Mr
Beet. 

“We are working to take a variety of complex
digital specialisms and focus on providing
the most relevant questions and guidance.”

“This approach ensures the preservation and
securing of best evidence at first point of
contact which provides significant benefits
across the life cycle of an investigation,” he
explained.

Impact
There are a range of different modules in
Discovery for a user or organisation to
choose from depending on their
requirements. A monthly video podcast
provides short and dynamic information on
new technology, its significance to
investigators and signposts where more
information is available to learn more.

Beyond this, there is an ever expanding
library of search and seizure guidance on a
vast array of digital devices including phones,
computers, wearables and where the user is
provided clear and concise step by step
guidance around what to do with a particular
device. 

“Like all other content, this is updated every
time a new device type comes to market or
the guidance changes due to a change in an
operating system to ensure users can trust
and act upon the information in the system,”
explains Mr Beet.
Other topics available include guidance

around prevention and investigation of cyber
crime offences, how to preserve and capture
evidence from social media as well as a
range of free, detailed information users can
distribute to victims of crime or the public
about how they can best protect themselves
online and across their social media
accounts.

Local 
Discovery is available either in limited format
through the open app store or through a full
enterprise solution to forces and other law
enforcement organisations by subscription.

Agile
A number of UK forces are presently trialling
or using Discovery including Gloucestershire
Constabulary.

Ian Maxted, Safer Cyber Co-ordinator with
the force said: “Discovery provides a
knowledge management platform from
which we can present multimedia rich
content to our staff across the organisation,
disseminating processes, policies and
information.”

He explained that the product provides
continuous professional development in an
‘agile way’.

“We can ensure all our officers are working
from a single version of the truth and the
very latest information.”

He said that the interactive aid memoires are
‘key to modernising the frontline, ensuring
that our officers and staff are still able to
apply their professional judgement and
experience whilst guiding them through a
decision making process particularly where
this involves areas of development for law
enforcement such as cyber crime.’ 

Contact
More information is available on Blue Lights
Digital and their wider range of products and
services at www.bluelightsdigital.com.
Mr Beet can be contacted directly at
neil@bluelightsdigital.com

www.bluelightsdigital.com
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The challenges and opportunities
surrounding burgeoning volumes of

digital forensics data was the theme of
the first in a series of best practice
workshops hosted by CCL Forensics. The
Investigator reports.

Digital forensics providers CCL Forensics
threw open its doors to give UK investigators
a unique insight into how cutting edge
digital forensics techniques can benefits
major investigations.

The workshop is the first in a series of events
hosted by CCL Forensics to highlight current
innovation and best practice and forge
greater links with UK forces and other law
enforcement agencies. 

Data volume
Opened by chairman and founder Andrew
Krauze, the day-long event was aimed at
senior investigating officers (SIOs) who are
now routinely faced with burgeoning
volumes of digital evidence in their
investigations. 

The fact that the number of mobile devices

has increased significantly over the past five
years has proved a double-edged sword for
officers heading some of the country’s
biggest criminal cases.  

On one hand, it has presented them with
exciting new evidential opportunities, while
on the other it has left them feeling
swamped and overwhelmed by the sheer
volume of data that is now at their disposal.
The fact that the majority of SIOs are not
technical experts has meant that the
investigation environment is now more
challenging and pressured than ever before.

CCL Forensics addressed these very real
concerns by introducing SIOs who attended
the event to the ‘art of the possible’ in
cutting edge expertise. Representatives from
forces including the Met Police, Humberside,
Suffolk, Cheshire, Northamptonshire and
Gloucestershire as well as other agencies
including Her Majesty’s Revenue and
Customs all attended the day to debate the
current issues. They came from different
backgrounds and specialisms but they were
united in their concerns over data volume
and the impact it was having on their

Digital Debate
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workload and the outcome of cases. 

Lab tour
Attendees were given a rare opportunity to
tour the CCL digital forensics laboratory –
one of the few fully accredited laboratories in
the country. This gave SIOs a valuable insight
into the in-house expertise available at
within the company.

The workshop included a series of
presentations from CCL experts and guest
speakers. There was also a lively panel
discussion involving speakers and delegates
around current challenges and best practice. 

Evidence collation
One of the major presentations focussed on
work by CCL experts to help law enforcement
agencies process vast volumes of digital data
in an efficient and meaningful way that can
have a real positive impact on the outcome
of an investigation. 

Peter Williams, Computer Forensics and
Electronic Disclosure specialist with CCL
Forensics spoke about how the company was
combining technology provided by Nuix with
its own in-house expertise in the digital
evidence collating process. 

This enables the experts to extract data from
mobile devices, smart phone or tablets – all
with different operating systems and
translate that data into meaningful evidence
that can be presented to the senior
investigating officer in each case.

Big data
Mr Williams explained to delegates about
how Nuix has the ability to analyse vast
amounts of data and present it to the SIO as
meaningful intelligence.  A former digital
evidence specialist at West Midlands Police,
Mr Williams told delegates he had seen at
first hand just how much of a challenge big
data was becoming to an investigation and
that Nuix has the potential to transform ways
of working. 

Co-presenter Andy Wood from HMRC gave a
first-hand account of how his organisation

used Nuix in a particularly complex case. He
praised the technology for helping save time
and maximising the evidential opportunities
of digital forensics data that he said was
integral to the success of the investigation. 
Data extraction
CCL Principal Analyst Alex Caithness gave a
presentation which focussed on innovation
around mobile data extraction. He spoke
about the challenges that have arisen as a
result of the internet of things that had now
presented the SIO with a plethora of
evidential opportunities. 

He told delegates how CCL was developing a
unique in-house expertise to write its own
scripts and conduct its own in-depth digital
forensics analysis that is intelligence-led and
totally tailored to each investigation. 

Guest speaker Frank Coggrave from the
company Tracks Inspector spokes about his
unique technology that provides a complete
digital investigation solution. 

Tracks Inspector has been designed
specifically for collaborative review of data,
sharing of intelligence and early case
assessment with an extremely easy to use
web-based interface. He is working in
conjunction with CCL Forensics to make his
technology available to law enforcers.

External expertise
During the day, CCL staff mingled with
delegates and forged new contacts and
working relationships. The day was a
reflection of how integral the expertise of
external companies like CCL Forensics are
now becoming to investigation teams and

CCL Principal Analyst Alex Caithness
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the benefits their work can provide. 

Attend the next event!
Following on from the success of the first
event, CCL Forensics is opening its doors
again on October 25 to welcome high tech
crime officers to its head quarters in Stratford
upon Avon for a best practice workshop.

The Digital Forensics Lab of Tomorrow -
Tomorrow: Free workshop and lab tour
The Investigator is teaming up with CCL
Forensics, a division of CCL Solutions Group
Ltd, one of UK’s leading digital forensics
providers, to host a one-day workshop and
lab tour aimed specifically at High Tech
Crime Unit staff.

Held at CCL's headquarters, this free
workshop is open to anyone currently
working in a High Tech Crime role. During
this day we will address some of the current
and future challenges facing High Tech Crime
units in this ever-evolving and fast-paced
world.

Showcasing some of the most innovative
technologies and concepts of today and
tomorrow, that could have a real impact on
the way digital evidence is interrogated in
Labs and Major Investigations.

Delegates will also be given a rare
opportunity to tour the CCL’s Digital
Forensics Laboratories*, for a first-hand look
at some of the work that is currently being
undertaken by industry respected colleagues. 

“Our workshop will begin with a ‘rant’ as
there are many things that frustrate us, and
we are pretty sure there are many things that
you feel passionate about as our spiritual
colleagues in HTCU’s,” said Andrew Krauze
Founder and MD of CCL Forensics. 

“Principal Analyst Alex Caithness will provide
you with the opportunity to share your
thoughts and frustrations in a fun and
relaxed atmosphere,” he continued. 

“We cannot presume to have the answers to
all rants but we hope it will be an interesting

and cathartic way to start the day.” Innovative
technology/cutting edge projects and current
issues to be addressed include:
Reclaiming triage – a lively discussion and
best practice session on how ‘triage’ has
become skewed and steps that need to be
taken by the High Tech Crime officer to
‘reclaim’ the risk assessment process.

ISo 17025 – what does it mean to you? How
will it impact on your work?
How can CCL Forensics assist
your force to meet this all-
important accreditation?
Innovation in Early Case
Assessment – an exclusive
look at how CCL combine the
latest technology with in-
house expertise to provide Early Case
Assessment
Complex Mobile data extraction – discuss
the capability of the Cascade tool-set and
service provision
Technology showcase – CCL experts will
provide all the latest information on its
cutting edge technology:
Python – a scripting language that is an
essential item in a Digital Forensic
Practitioner’s toolkit
Ribbon – a unique 'data exploration tool'
specifically designed to drill down into and
explore data within data
NUIX – the big data analysis tool perfectly
suited for major Investigations

The day will also include free refreshments
and a buffet lunch, plus the chance to
network with CCL experts and fellow high
tech crime unit staff from across the UK.
Places are limited. To book your place, email
Email Dale Hazell at The Investigator on:
dale@the-investigator.co.uk

November 15 – Digital Forensics in Major
Investigations for SIos
If you missed the first SIOs workshop then
contact us now for the chance to attend the
follow-up event that is tailored specifically
towards SIOs with a non-technical
background.
Email Dale Hazell at The Investigator on:
dale@the-investigator.co.uk
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Aroot and branch reform of the child
protection system in England in

relation to the reporting and acting on
child abuse and neglect is being proposed
by The Home office. The Investigator
reports.

A recent report by the Office of Children’s
Commissioner for England highlighted that
only one in eight victims of sexual abuse are
likely to come to the attention of the police. 

This is due to a number of reasons and
highlights the complex nature of the
investigation of child abuse cases. Referral
into the system is just one part of the picture.
Even when a concern is raised the levels and
nature of the response might not be
appropriate for the individual child. 

Some recent high profile cases have
highlighted an inability to perceive abuse or
understand the level of risk a child is facing.
Other cases show failures to share
information at the right time resulting in
missed opportunities to make the right
intervention.

Complex
Cases such as Jimmy Saville, Daniel Pelka and
the incidents of child sexual exploitation in

Rotherham, Rochdale and Oxfordshire
highlight the complex nature of these crimes.
No single solution would have stopped these
cases occurring.

The Home Office has released a consultation
document to look at whether improvements
in the reporting and acting on child abuse
and neglect could help the future response
of all agencies.

Reporting
It is considering two statutory measures that
include: a mandatory reporting duty which
would require certain practitioners or
organisations to report child abuse or
neglect if they knew or had reasonable cause
to suspect it was taking place or a duty to act
which would require practitioners or
organisations to take appropriate action,
which could include reporting, in relation to
child abuse or neglect if they knew or had
reasonable cause to suspect it was taking
place. 

Mandatory reporting would make it a legal
requirement that would be imposed on
certain groups, practitioners or organisations
to report child abuse and neglect. If such a
duty were to be introduction in England,
reports would be made to local authority

Child Care
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children’s social care. The consultation is also
exploring the possibility of the extension of
mandatory report to vulnerable adults. 

The consultation document acknowledges
that other countries including the US,
Australia and Canada have mandatory
reporting models. If mandatory reporting
was introduced to England and Wales then it
could either replace the existing Female
Genital Mutilation (FGM) reporting duty in
England and Wales or operate alongside it.

Benefits
There are a number of benefits to this new
change, according to the consultation
document. These include the fact there could
be an increased awareness of the importance
of reporting child abuse and neglect, both by
those under a duty to report and the general
public. 

It would also lead to more cases being
identified and at an earlier point in a child’s
life as well as creating a higher risk
environment for abusers or potential abusers
because the number of reports that could be
made would increase. Crucially, it would
ensure that those best placed to make
judgements about whether abuse and/or
neglect is happening do so.

Risks
An introduction of a mandatory reporting
system is not without its risks and the
consultation document accepts that it could
lead to an increase in unsubstantiated
referrals. This could unnecessarily increase
state intrusion into family life and make it
harder to distinguish real cases of abuse and
neglect. 
Another concern is that it could lead to a
diversion of resources from the provision of
support and services for actual cases of child
abuse and neglect into assessment and
investigation.

It could result in poorer quality reports and a
risk that agencies could ‘pass the buck’ as
well as focus the attention of professionals
on reporting rather than on improving the
quality of interventions.

Mandatory reporting could also lead to those
bound by the duty feeling less able to
discuss cases openly for fear of sanctions,
hinder recruitment and lead to experienced,
capable staff leaving their positions. Other
concerns include the fact it could dissuade
children from disclosing incidents for fear of
being forced into hostile legal proceedings. It
could also undermine confidentiality for
those contemplating disclosure of abuse.

Duty 
The introduction of a new duty to act could
strengthen existing mechanisms for ensuring
accountability arrangements in the child
protection system. It could also increase
awareness of the importance of taking action
in relation to child abuse and neglect both
by those under a duty of act and the general
public. 

It could also changed the behaviour of those
covered by the duty by putting in place a
clear requirement to take action in relation to
child abuse and neglect. 

The consultation document does accept that
there are a number of risks in that it could
result in an increase in unnecessary state
intrusion into family life and could lead to
those bound by the duty feeing less able to
discuss cases openly for fear of sanctions.

It could also allow scope for those bound by
the duty to make incorrect judgements about
what action is appropriate in some cases as
well has have limited benefits for further
raising awareness of the importance of
taking action is relation to child abuse and
neglect given the new Government
communications activity, the existing high
level of media scrutiny and the work of the
Independent Inquiry into Child Sexual Abuse.

The consultation ends on October 13 and the
Home Office is inviting comments about the
proposals from the law enforcement
community.

To have your say email
reportingandacting@homeoffice.gsi.gov.uk
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Let The Investigator 
run a learning day in your 

force or region for 
a fraction of the cost!



The Investigator is offering forces and regions a cost effective way of attending

our CPD conferences by hosting one of our events either in force or as a region

for as many of your staff as you’d like. 

We have organised more than three hundred conferences and have a

reputation for our top quality speakers, commitment to CPD and life-long

learning and to organising professionally-run events.  However, we accept that

budget constraints and pressure on abstraction rates might mean your officers

are missing out on our conferences/training events.

Book us to run an Investigator learning day in your force or region and for

one flat fee we will:

• provide the expert speakers – they will be guaranteed national     

experts in their field

• devise the itinerary

• run the day for you and make sure it keeps to time and is professional

• liaise with the speakers and pay their costs

All you have to do is choose the subject matter, provide the food and the

venue and as many staff as you wish. Here are some suggested topics, but

we are open to suggestions and can guarantee we can organise a learning

day in any subject relating to criminal investigation so please ask us today:

• ABE uncovered – witness interviews

• Prosecuting rape and sexual offences

• Investigative interviewing – suspect and witness

• Scene management

• Court Room skills

• Investigative Skills

• Investigating crimes including domestic violence, drugs, rape, fraud, 

economic crime, child crimes

• Cyber crime

• Forensics and digital forensics

• Open source

• Covert internet skills

• Or any specific area of you choice

Why not make Investigator learning day a regular training event? Share the

cost with your region and you could see your workshop/training costs

dramatically reduce.

For further information contact The Investigator Conferences on:

Tel: 0844 660 8707 or email: info@the-investigator.co.uk

RUN AN INVESTIGATOR LEARNING
DAy IN yOUR FORCE OR REGION FOR

A FRACTION OF THE COST!
• Less travelling • No hotels

• Reduced cost per head • Less time away from force

• Bespoke training • No arrangement time
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Forensics Europe Expo: The event where
forensic technology comes alive
3-4 May 2017, olympia, London
www.forensicseuropeexpo.com

Now in its fifth edition, Forensics Europe
Expo (FEE) has established itself as the must-
attend event for any professional tasked with
sourcing the latest forensic technology. 
The event attracts companies from around
the world who are at the forefront of forensic
innovation. Whether your involvement lies in
digital forensics, forensics analytics, forensics
laboratories or scene of crime equipment,
Forensics Europe Expo will be your
destination of choice to learn about and the
latest technology.

The show will once again be supported by
the Home Office and is firmly aligned with
government's vision for forensic science in
the criminal justice system.

Calling all Crime Scene Investigators
Forensics Europe Expo is the ideal place for
scene of crime officers and police
procurement professionals to learn about the
latest crime-solving technology. 

At the 2016 show, Italian IT Company,
SecurCube were proud to demonstrate a new
version of the BTS tracker, a hardware

module to survey the cell towers’ coverage at
a crime scene. Past exhibitors have also
included Tetra Scene of Crime, Gryffeye
Technologies and Hobbit Imaging Solutions.
Other exhibitors included West Technology
Systems Ltd, who demonstrated the
Labconco Capture cyanoacrylate fuming
system for developing latent fingerprints
from crime scene exhibits.

Expanding Digital Forensics Zone
2017 will see the return of the increasingly
popular Digital Forensics Zone. In recent
decades, digital forensics has become one of
the hottest topics in the industry and is
expected to grow 125 per cent by the year
2020. With cybercrime and mass digital
attacks becoming more frequent, learning
how to combat these attacks in critical. 

Law enforcement agencies will have the
unique opportunity to talk with leading
providers of forensic science equipment and
discuss what new products they can have in
their armoury in the fight against cybercrime
and international terrorism. 

Designed for learning: Free-to-attend
seminars
Each year at Forensics Europe Expo, there is a
highly successful free-to-attend two-day
seminar theatre located on the show floor.
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The Seminar Theatre at FEE allows leading
suppliers and experts to share industry
updates, exclusive case studies, and product
demonstrations to help you keep up to date
with the fast paced industry. 

Learn from forensic experts about their
successes, challenges and lessons learnt to
improve your expertise and find out about
latest project efficiencies and investigation
skills to further progress your career.

Previous topics have included: “Fingermark
Vacuum Metal Deposition System for use in
Forensic Laboratories and Police Crime
Departments”, “Mobile Forensics: Challenges
in Obtaining, Analyzing and Applying
Evidence from Mobile Applications” and
“Using communications Data in Corporate
Investigations.”

Leading experts come together to learn
about the latest technology at premier
forensics conference
What sets Forensics Europe Expo apart from
any other forensics event is its high-level
education and learning programme. Taking
place alongside the exhibition will be the
two-day conference programme, organised
in collaboration with The Investigator. 
The conference is the ideal meeting place for
professionals to network, share best practice
techniques and discuss the most critical
issues facing the international forensics
landscape.

High on the agenda will be the subject of
digital forensics and the role forensic science
plays in combatting cyber-crime and mass
digital attacks. Complementing the Digital
Forensics Zone on the show floor, delegates
can look forward to an entire day dedicated
to the subject with speakers attending from
all over the world.

In previous years, the conference has
attracted several high-level speakers
including Tom Nelson (Director, Scottish
Police Authority), Steve Horgan (National
Crime Agency), Dr Michel Smithius (Director
for NRGD Bureau and Secretary of the Court
Experts), Dr Ann Priston (Past President,

Chartered Society of Forensic Sciences) and
Professor Martin Evison (Director of Centre
for Forensic Science, University of
Northumbria).

Over a thousand delegates attended the
conference in 2016 with many visitors
coming from overseas. For more information
about the programme and to register your
interest, please visit
www.forensicseuropeexpo.com/conference 
3 leading events all under one roof
Forensics Europe Expo is co-located with
leading defence and security show, Security
& Counter Terror Expo. Over 9,000
professionals will attend the UK’s most
established event for security professionals,
many of whom have an interest in forensic
services and products. 

Also taking place alongside will be the
leading emergency preparedness, resilience
and response event, Ambition. Government
professionals, local resilience forums, fire and
police organisations discuss challenges
facing the EPRR community. 

Contact us to book your stand
Exhibiting at Forensics Europe Expo offers
businesses a unique marketing platform to
reach thousands of potential new customers.

“An excellent show with a high level of
contacts made on both days. A great
opportunity to meet existing customers and
meet new potential customers alike. As a
relatively new company it gave an excellent
platform to present our products and
solutions. We will be returning in 2017
without any hesitation.” Paul Butler,
Managing Director, ForenteQ Ltd.

To enquire about exhibiting and sponsorship
opportunities, please contact Rob Lozowski,
Event Manager, on +44 (0)20 7384 7835 or
visit www.forensicseuropeexpo.com/exhibit 
Register your interest and keep up to date
with the latest show developments.

To register your interest in the conference or
to attend the exhibition as a free visitor,
please visit www.forensicseuropeexpo.com/

www.forensicseuropeexpo.com/
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As major US banks consider adopting
voice, retina and facial recognition for

their online customers, digital PR expert
Lee Carnihan discusses whether the era of
the password is over.

Here’s a quick test. How many online services
have you signed up to use – from banking to
social media, from online shopping to music
and gaming? 

One study last year found that consumers in
the UK and US are likely to have registered
with well over a  different online services
using a single email account.

So the next question: how many
passwords do you have? 
Would you be likely to use a unique
password for each of those hundred
services? Probably  not. The same research
found that consumers typically recycled their
favourite password at least four times. If you
are recycling log-in details, a security breach
at one service you use has the potential to
allow hackers to unlock others.

If you are a business owner offering an
online service, are you advising your
customers to use a unique password that’s
tough to crack?

Concerns about password security have now
prompted a number of major US banks to
deploy different technologies to verify a

customer’s identity online: from fingerprint
scanning to voice, retina and facial
recognition. It’s a growing trend – and it’s not
difficult to see why.

No doubt you’ve cringed at the league table
of the world’s most common passwords: with
“123456” and “password” in first and second
place.

So being smarter than that, you’ve no doubt
put some thought and care into the
passwords for the apps and services you use
the most frequently – and the ones that hold
the most important information. But most
likely you will have accounts that you haven’t
touched in quite a while with “softer”
passwords.

And if you’ve given one service permission to
access other services – using social media
accounts to verify your identity– you may be
sharing data without realizing it and are
potentially opening the door to hackers.

one size fits all
So the question every business owner must
consider is what damage could be done if a
hacker had access to just one password? 
As Tony Anscombe, Senior Security
Evangelist at internet security company AVG
Business, explained: “Apps and Cloud-based
services represent an eco-system of
information where data effectively follows
the user around. 

RIP the Password?
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“This makes it all the more important to
check what permissions you give apps and
services to access wider information and
think carefully about your most personal
security step of all: how you verify your
identity,” he said.

Little surprise then that Google was talking
as far back as 2013 about the ‘death’ of
passwords.

In May, Google said that it would introduce
new layers of verification to its Android
operating system. It will take account of
combinations of signals from the user, such
as typing patterns, movement patterns and
location, to assess whether or not access to a
device is likely to be authentic or fraudulent.

Earlier this year, President Obama urged
people to take up the option to add
extra verification to both apps and
devices: whether fingerprint
scans, voice recognition or
requiring a unique PIN code by
text message to complete log-
in to email.

“There are a number of
techniques being
introduced to verify
identity, but there’s no
single solution,” Anscombe
said.

“There are reports that biometric
verification like fingerprints or even
facial recognition has been hacked either
with hi-res images or even kids’ modelling
clay!

“It’s highly-likely that the future will see the
deployment of a series of techniques in
sequence rather than one test of identity. So
expect to be asked to pass a combination of
different tests: a passcode or answering a
question, entering a unique PIN you’ve been
sent, and some form of biometric
assessment,” he explained.

“And while all that’s happening, the
development of machine learning means the

device is likely to be considering the
circumstances of the login attempt and
whether it deviates from the usual pattern of
behaviour.”

Is the password dead? 
Not yet. 
But we are entering an era where it alone is
not enough to verify identity. 

Today, the best advice is to get into a rhythm
of varying your passwords regularly. 

If you’re a business owner, encourage – and
remind - employees to do the same. 

Each change needs to be substantial rather
than a tweak of the last password. 

It’s worrying that “12345678” climbed up the
league of the common passwords last year

to third place – just two extra digits on
the world’s most popular combination. 

Why not think of passwords more like
a memorable phrase with letters and

numbers than a single word. For
example, enlist your favourite
band and convert their name into
a combination of characters such
as: ilovetheRolling5tones!

One password to rule them all
Alternatively, there are random

password generators online, or
password management products that

will randomly create passwords and store
them securely meaning you only need to
remember one.

If your apps or cloud services offer multi-
factor verification, it’s best to start using
them. Yes, that probably sounds like a time-
consuming chore but multifactor
authentication is something we use every
day without realizing, a debit card has a PIN
number, something I own is the card,
something I know is the PIN, making it
multifactor authentication.

If it’s tough on you, it’s even tougher for the
hackers who are trying to break in.
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WhatsApp founders Jan Koum and Brian
Acton thought the idea was simple
enough.

“When you send a message, the only
person who can read it is the person or
group chat that you send that message to,”
the two men wrote in a blog recently.

“No one can see inside that message.
Not cybercriminals. Not hackers. Not
oppressive regimes. Not even us.”

WhatsApp switched on end-to-end
encryption for its billion-plus
users, meaning that no-one would
be able to peek at what people
were saying in private
conversations. 

Unless, of course, you leave your
phone unlocked or unprotected and
someone steals it. Then with a few finger
taps, your messages are free to read …

And that’s a two-fold lesson, why
WhatsApp switched to encryption and why
you need to secure the device.

Lesson 1: Encryption is a no-brainer 
When unencrypted data is stored on a

device, it’s vulnerable to hackers.
When unencrypted data is on the move –
an email or file being uploaded to the
cloud, for example - the same holds true. 

So whether confidential data is at “at rest”
or “in transit”, businesses need to deploy
encryption to scramble the information so
only those with a cipher key – typically

protected by a code or PIN – can see it.

That means that even if customer
data, confidential files, employee
records, bank details and financial
transactions are stolen, they are
rendered incomprehensible to
anyone who isn’t authorised to
view them.

The first step is to implement
encryption on your company devices. If
you’re using Windows 10 and enterprise
versions of Windows 7 – the world’s two
most-commonly used operating systems –
they have a built-in encryption tool called
BitLocker. 

Microsoft has written a handy guide about
how to turn on BitLocker for your laptops
and desktop devices for Windows 10 here.
You’ll use an encryption key code (like a
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The Encryption Factor
Senior Security Evagelist with AVG Business Tony Anscombe

looks at the current challenges and issues around encryption.
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password) or PIN to manage access to your
data. 

There are also a number of third-party
tools – like Vault-Hide and Vault! - which
encrypt and lock away data, the same way
as you’d place valuables in a safe. 

It’s worth checking with your email and
cloud service providers that they are
encrypting data in transit and at rest – for
example, in cloud storage. To take one
example, Google encrypts emails sent via
its Gmail application, and encrypts data at
rest in its cloud services, such as Google
Drive.

Lesson 2: Leaving devices open
undermines encryption
When using encryption, the access key to
unlock data becomes as precious as the
data itself. Lose the key and you’re locked
out. Leaving your devices or software open
and unlocked without passwords or PINs
and you’ve left the door open. If you’re
logged in or have no device security,
anyone with your device can access the
data. So the lesson is clear. Keep your
device locked.

When you deploy encryption you’ll come
across a series of acronyms that define the
strength of the cipher. Most common is
AES, which means “Advanced Encryption
Standard” – which has become a standard
model used by both the software industry
and the US Government. 

Most common are
AES-128 or AES-
256. The numbers
reflect the length of
the cipher key:
either 128 bits or
256 bits, with the
longer number
reflecting a more
complex cipher.
WhatsApp
implemented AES-
256 when it implemented end-to-end
encryption. 

In most businesses, you’ll find data exists in
a variety of formats and places. Some in
the cloud, on local hard-drives and even on
employee devices. The first challenge is
understanding what data lives where within
your business – and understanding
precisely where the most business-critical,
confidential information can be found and
making sure it is encrypted.

It’s a mistake to think that encryption is
only required by businesses that needed to
comply with legal or industry standards for
data protection. Businesses need to do
everything they can to make life hard for
cybercriminals. Using encryption tools to
scramble confidential data will give some
peace of mind that even if security is
breached, stolen data will be rendered
useless. But businesses also need to be
sure that other basic steps have been taken
– ensuring that devices are locked and
encryption keys are kept safe.

Tony Anscombe
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Crime group convicted for smuggling a
£5m heroin haul into Britain concealed in
nine tonne hydraulic rams.

One of the biggest drug operations in recent
years run by the National Crime Agency and
UK Border Force officers resulted in the
conviction of seven members of an organised
crime group to 121 years at Birmingham
Crown Court.

The gang attempted to smuggle nearly £5m
of heroin into Britain hidden inside two
hydraulic presses weighing nine tonnes each.
Their haul was discovered when Border Force
officers at the Port of Felixstowe searched a
shipment from Pakistan in August 2014 and
discovered 44kilos of high-purity heroin
hidden inside two hydraulic presses weighing
nine tonnes.

Officers from the NCA and Border Force
worked with engineers over four days to cut
open the ten hydraulic rams and recovered
packages of the Class A drug with an
estimated street value of £4.8million.
NCA officers then covertly followed the
shipment to an industrial unit in
Leicestershire and then on to Birmingham.

Surveillance, fingerprints on paperwork and
mobile phone records linked the men to the
shipment and to each other.

Investigators discovered that the group had
previously organised two similar shipments
from Pakistan, believed to be dry runs for the
drugs delivery.  All three shipments had been
addressed to Campbell’s company, GMC
Continental, providing a veneer of legitimacy.

HHJ Peter Carr sentenced the men to 121
years in total - Andrew Lillis - 23 years; Garry
Campbell – 16 years; Mark Regan – 21 years;
Skinder Ali – 21 years; Trevor Connor – 15
years; Darren Clarke – 15 years and Anthony
Boyle – 10 years – describing their plot as ‘a

Ram Raiders
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well-planned and sophisticated operation’.
Paul Risby, Branch Commander at the
National Crime Agency, said that the
investigators faced a ‘difficult job in
intercepting the equipment opening it up
and re-sealing it at speed.’

“They were able to complete it all without
the criminals suspecting. After that,
traditional investigative techniques and the
criminals’ own hands on approach combined
to bring them down. Their fingerprints were
all over the documents.”

He explained that the money generated by
the sale of the heroin would have funded
more criminality.

“This operation shows the real value of close
cooperation between the NCA and its law
enforcement partners in the pursuit of
organised crime groups,” he said.

“It also shows the lengths those groups will
go to in trying to evade border controls, and
what we can and will do to ensure they don’t
succeed.”

Charlotte Mann, Border Force Assistant
Director at Harwich said: “This was a
sophisticated attempt by a group of serious
criminals to smuggle heroin worth many
millions of pounds on to the streets of the
UK. It is testament to Border Force officers’
expertise that they did not succeed.

The drugs were hidden inside specially
adapted pieces of hydraulic equipment. So
elaborate was the concealment that it took
Border Force officers several days to
dismantle the machines and reach the drugs.

“Using advanced search techniques and the
very latest technology, Border Force officers
are on the front-line of the fight to stop
drugs, weapons, contraband and illegal
immigrants entering the UK.

Sarah Dillon, from the Organised Crime
Division at the CPS said: “In court we
presented a strong case with the help of
forensic digital evidence taken from mobile
phones which exposed their conspiracy to
traffick heroin from Pakistan. 

“It was a difficult case but the hard work of
the NCA, Border Force and the prosecution
team means this attempt to use a container
ship to smuggle £4.8m worth of drugs into
the UK has been scuppered,” she continued. 

“They have been sent to prison for a total of
121 years, sending a clear message that
British agencies will work together to ensure
those who try to import drugs will be caught
and placed before the courts.” 

Andrew Lillis, sentenced to 23 years in prison



This month, Europol’s European Migrant
Smuggling Centre, in co-operation with the
Slovakian EU Council Presidency, organised
an expert meeting in The Hague on Migrant
Smuggling and Financial Investigations. 

Approximately 80 experts from migrant
smuggling investigation authorities, financial
intelligence units and asset recovery offices
from EU Member States, Third Parties and the
private sector were invited to attend this
Presidency event. 

The main aim of the meeting was to facilitate
co-operation between investigation and
financial intelligence units both at national
and international level.

Money and the profit gained from illegal
transport of migrants is the driving force of
this illegal business. The migration crisis has
created an important market for criminals to
benefit from smuggling of migrants. 

Europol estimates that this crime generates
on a yearly benefit EUR 5-6 billion worth of

profits for organised crime groups. Although
a significant percentage of the money flow
occurs either in cash or via underground
banking, transaction-based legal money
businesses are also widely used by criminal
enterprises. Therefore the intelligence
gathered from third parties and the private
sector can contribute to law enforcement
efforts to tackle this criminal phenomenon. 

Perpetrators could for instance be traced by
following the money. The migrant smuggling
business model was therefore discussed and
the areas to be developed have been
selected.

As a direct result of this event, Europol’s
European Migrant Smuggling Centre has
established a new concept to tackle the
migrant smuggling criminal networks and
their business model. The 5-tier concept
covers:
• dedicated projects on digesting suspicious
financial transactions 
• enhanced co-operation with third countries
to tackle illegal cash depositing

Migrant Trends

An increase in migrant smuggling is proving a concern
for investigators at Europol.
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• increased intelligence gathering from
private financial sector
• effective seizure and asset recovery 
• targeting the illegal underground banking
inside EU

The overall aim of the new concept is to
increase the number of money laundering
investigations and asset recovery activities
with regard to migrant smuggling inquiries.
Europol’s Financial Investigation Group,
together with Europol’s European Migrant
Smuggling Centre, provide support to reach
this goal.

Between early 2015 and the summer of 2016,
the picture of migrant smuggling to and
within the EU has undergone significant
changes. One key development is the shift in
migrant smuggling routes used to enter the
EU and reach preferred destination countries. 
In the past weeks, crossings along the
Eastern Mediterranean route have increased,
whereas the Central Mediterranean route
continues to be the primary entry route for
migrant smuggling into the EU in 2016. 

A number of features of migrant smuggling
remain nonetheless consistent throughout
the whole period under consideration.

Smugglers have demonstrated a constant
ability to adapt to stricter border controls
and use new routes and modi operandi to
evade law enforcement attention and
maintain their highly profitable business. 

Bottlenecks and informal camps have
emerged at intra-Schengen border areas
where stricter controls have been
implemented. 

As a result these have become a preferred
place for smugglers to advertise their
services to stranded migrants, increasingly
offering fraudulent documents to allow them
to move forward into the EU.

Labour exploitation also remains a constant
risk for irregular migrants who are vulnerable
to abuse and debt bondage by criminal
networks.  

The number of suspects contributed to
Europol has continued to increase, with more
than 12 000 new suspects reported to and
identified by Europol in the first eight
months of this year alone. 

The nationalities of these suspects reflect the
evolution of the migratory routes as
smuggling networks tend to use local
nationals to facilitate the transport and
accommodation of irregular migrants.

Europol and its European Migrant Smuggling
Centre (EMSC) currently has 42 experts and
analysts providing operational and analytical
support to the EU Member States fighting
migrant smuggling. Together they have so far
supported 62 high-level investigations.
Europol experts are currently deployed at the
hotspots in Greece and Italy and a pool of
guest officers is to be deployed shortly to the
hotspots.

Robert Crepinko, Head of Europol’s European
Migrant Smuggling Centre, said: “The EMSC
plays a decisive role in proactively
supporting Member States to target and
dismantle organised crime network involved
in migrant smuggling,  Such support includes
the monitoring of the flows of irregular
migrants into the EU as well as the activities
of criminal networks facilitating their journey.

By sharing such valuable information with its
stakeholders, the EMSC acts as an
information hub, contributing to the overall
intelligence picture and helping Member
States enhance their response to this
unprecedented crisis”.
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AEuropean Consortium of more than 30
organisations are working on search

tools for analysing big data.

Over the next four years, a European
Consortium of more than thirty European
parties will be working on the development
of various tools for making reliable
information rapidly accessible from big data.

The European Commission has made 12
million euros available for this project. The
Netherlands Forensic Institute (NFI) is also
participating in this project.

Researchers from the NFI will be developing
search tools for finding and linking biometric
features from large quantities of digital data.
One example is a suspect who is seen in a
large number of photos and who may be
recognised on the basis on biometric
features for example: face, clothes and/or
build. 

Patterns
The NFI will also be working on so-called
‘weak signal detection’. These are small items
of information that in themselves may seem
trivial, but which may prove to be essential in

tracing a suspect. 

“Think, for instance, of specific words that
may be used by suspects to conceal their
crimes. The method we want to develop in
the next few years is intended to recognise
patterns in the mass of small weak signals”,
said Zeno Geradts, one of NFI’s scientific
researchers. 

Toolbox
Over the next four years, the thirty parties
will be working on the ‘forensic toolbox’,
which should ultimately produce a large
number of open source search instruments.
As a result, parties throughout the world will
be able to use this toolbox at the end of the
project. 

The NFI will be able to use these search tools
in the Hansken forensic search engine, which
was jointly developed by the NFI and the
police and which came into use in October
2015. The Consortium met Madrid this
month to explore all of the possibilities and
to consult on who exactly will be playing
which role in the project and how exactly it
will be carried out. 

Data Detection
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In addition to the NFI, the Netherlands
Organisation for Applied Scientific Research
(TNO) and the University of Amsterdam will
also be participating.

Best Evidence
A scientist at the Netherlands Forensic
Institute has collaborated with other experts
on a new edition of a book on interpreting
forensic evidence. 

The new book entitled ‘Interpreting Evidence:
Evaluating Forensic Science in the
Courtroom, 2nd Edition’ was released this
month. It explains the correct logical
approach to analysis of forensic scientific
evidence. The focus is on general methods of
analysis applicable to all forms of evidence. 

It explains the general principles and then
applies them to issues in DNA and other
important forms of scientific evidence as
examples.

Like the first edition, the book analyses real
legal cases and judgments rather than
hypothetical examples and shows how the
problems perceived in those cases would
have been solved by a correct logical
approach. 

The book is written to be understood both
by forensic scientists preparing their
evidence and by lawyers and judges who
have to deal with it. 

The analysis is tied back both to basic
scientific principles and to the principles of
the law of evidence. This book will also be
essential reading for law students taking
evidence or forensic science papers and
science students studying the application of
their scientific specialisation to forensic
questions.

Revised
‘Interpreting Evidence: Evaluating Forensic
Science in the Courtroom’ is a completely
revised edition of the book that statistician
Tony Vignaux and barrister Bernard
Robertson (both in New Zealand) published
in 1995. They collaborated with Charles

Berger –
principal
scientist at the
NFI and
professor of
Criminology
at Leiden
University – to
write the fully
revised new
edition. 
“It is
surprising
how up-to-
date the
revolutionary
first edition of the book still was. The
technology in the forensic world has
changed a lot, but the logic for the
interpretation of evidence is as valid as ever.
This underlying logic remains the same and
just as relevant for the latest technological
developments”, said Mr Berger.

“Over 20 years ago, the book was far ahead
of its time. It made us look in a new way at
how to assign value to evidence, how to
interpret it”, Mr Berger explained. “And what
the value is of evidence when you combine
several items of evidence. I think the time is
right, also internationally, for the scientific
approach to interpreting evidence; the
impact of the book in the legal and forensic
world can therefore be even greater now.”

Audience
The book explains the general principles of
reasoning with evidence. “We explain the
principles using real cases, Dutch cases too.
And we show how errors of interpretation
could have been avoided.”

It is written to be accessible for all those
working in criminal investigation.

How to buy
Interpreting Evidence: Evaluating Forensic
Science in the Courtroom, 2nd Edition by
Bernard Robertson, GA Vignaux and Charles
E H Berger is available by going to
http://eu.wiley.com/WileyCDA/WileyTitle/pro
ductCd-1118492439.html

http://eu.wiley.com/WileyCDA/WileyTitle/productCd-1118492439.html
http://eu.wiley.com/WileyCDA/WileyTitle/productCd-1118492439.html
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